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Project
Cerebellum

Al should cause no harm
but enhance the quality
of human life

Trusted Al starts with clear guardrails, accountable
decisions, and measured risk.

©2026 HISPI



Vision

Provide effective guardrails for Al use cases.

Mission

Harmonize best practices, standards, and
frameworks for Al ecosystems.
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Trusted Al Model (TAIM)

Governance
ISO/IEC 38507

= Risk Management
ISO/IEC 23894
NIST Al RMF 1.0

BS ISO/IEC 23053

"’o.
Trust
ISO/IEC 42001
ISO/IEC 24028

@ Life Cycle Processes
ISO/IEC DIS 5338
ISO/IEC 22989




Risk of AI: Preduction impact from poor guardrails

A broadly scoped task can become a production incident when access,
testing, and rollback are not governed.

What Lesson

Broad token G
Agent deleted e Er NTrEE ovgrn access,
production data.| action. testing, and rollback.

Risk control takeaway

Al agents need the same basic safeguards as other high-impact automation: least
privilege, separation of environments, change control, logging, rollback, and tested
recovery.
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Aldncidents: The risk landscape

® Fraud and deepfakes Voice clones, fake endorsements, scam ads
Bias and access Unfair outcomes, language barriers,
exclusion
e Privacy and identity Misuse of names, likeness, personal data
o Safety and reliability Bad alerts, unsafe automation, failures
Security and supply Third-party systems, agent access, data
° chain exposure

Even a narrowly scoped task can become a production incident when

access, testing, and rollback are not governed.
©2026 HISPI




Trusted AI Model (TAIM) Domains

NI&T Al RMF functions)

TAIM helps organizations introduce Al deliberately
and mitigate risk across the Al lifecycle.

GOVERN

Set direction and
accountability

MAP

Understand context
and risks

Test and evaluate
trustworthiness

MANAGE

Respond, improve,
and report

The domains create a repeatable pathway: decide what Al should do, understand where it

can go wrong, test the trust factors, and manage what happens next.
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Trustea AkModel (TAIM) Taxonomy

(relationship to NIST Al RMF)

TAIM Framework NIST AI RMF

Domain Function

Subdomain Category

Subdomain Objective Category Objective

Control ID Subcategory ID

Control Subcategory

Purpose: give organizations a practical control language while preserving alignment to the &8

NIST Artificial Intelligence Risk Management Framework.
©2026 HISPI




-~ * ¥ 'TAIM Controls

HISPI TAIM 4.0 TOP 20 Al CONTROLS FRAMEWORK 4
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Controls
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-~ * ¥ 'TAIM Snapshot

A single model view connects domains, objectives, controls,
mappings, principles, and supporting evidence.

ISO/IEC 23894:2023
Information technology - '
Artifi intelligence -
Guidance on risk
management

ISO/IEC TR 24028:2020 BS ISO/IEC 23053:2022
Information technology - Framework for Artificial
Artificial intelligence - Intelligence (Al) Systems
Overview of trustworthiness Using Machine Learning

in artificial intelligence (ML) (British Standard)

Subdomain
Objective
(Category

Top 20
Control

Control
(Subcategory)

Control ID Related Al Incidents

(Subcategory ID)

Subdomain
(Category ID)

Domain 7
Recommendation

(Function)

Control Question

PEOPLE
PROCESS

Objective)

managing Al
risks.

GOVERN 2

GOVERN 2.2

The organization's
personnel and partners
receive Al risk
management training to
enable them to perform
their duties and
responsibilities
consistent with related
policies, procedures
and agreements.

Do the organization’s
personnel and partners
receive Al risk
management training to
enable them to perform
their duties and
responsibilities
consistent with related
policies, procedures,
and agreements?

Ensure that the organization's
perscnnel and partners receive
Al risk management training to
enable them to perform their
duties and responsibilities
consistent with related policies,
procedures, and agreements.

https://ai-incidents.projectcerebellum.com/taim/govern-2-2

5.4

5.4.1-1S0 31000:2018

GOVERN

Workforce
diversity,
equity,
inclusion, and
accessibility
processes are

...... timadd im b

TRUSTED-AI-MODEL-(TAIM)-V4.0

GOVERN 2.3

GOVERN 3.1

Executive leadership of
the organization takes
responsibility for
decisions about risks
associated with Al
system development and
deployment.

Decision-making related
to mapping, measuring,
and managing Al risks

throughout the lifecycle
is informed by a diverse
diversity of

Does executive
|leadership of the
organization take
responsibility for
decisions about risks
associated with Al
system development and
deployment?

Are decision-making
related to mapping,
measuring, and
managing Al risks
throughout the lifecycle
informed by a diverse

b fm it

| Ensure that decision-making

Ensure that executive leadership
of the organization takes
responsibility for decisions about
risks associated with Al system
development and deployment.

related to mapping, measuring,
and managing Al risks
througheut the lifecycle is
informed by a diverse team
(e.g., diversity of

P P— bime dimmin fimnm

7/
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https://ai-incidents.projectcerebellum.com/taim/govern-3-1

4

V4

V4

7

7.1

A223

7.2

5.5

6.2 - ISO 31000:2018 v




Subdomain

Incidents Control ID Control Mappings/Crosswalk
Objective PpIng
https://ai- GOVERN 1.7 Processesand Processes and BS ISO/IEC 23053:2022 8.1
'“C'de“tsl-P'fo.'/ec"cerebe“um- procedures arein  procedures arein  ISO/IEC DIS 5338:2022
com/taim/govern-1-/ Risk place for place for 6.3.3.3,6.4.8.2, 6.4.8.3,

Statement decommissioning decommissioning 6.4.17.1

Applicable Regulation ;c:”e;;:f dariven systems safely systems safely ISO/IEC 22989:2022
culture focused and in a manner and in a manner 6.1,6.2.9
S Rk that does not that does not ISO/IEC 42001:2023
understanding  increase risks or increase risks or B.6.2.6 - Al system operation
and decrease the decrease the and monitoring
management. organization’s organization’s Texas: Responsible Artificial
trustworthiness. trustworthiness. Intelligence Governance Act
(TRAIGA)

PPDT Governance
Framework

PEOPLE PROCESS

DATA TECHNOLOGY

Core Principles

SECURITY AND RELIABILITY AND

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS INCLUSION SAFETY ROBUSTNESS
(EXPLAINABLE) (ETHICAL) (EXPLAINABLE) (ETHICAL)

PRIVACY

(EXPLAINABLE) (ETHICAL AND (EXPLAINABLE)

EXPLAINABLE)

©2026 HISPI v v

and phasing out Al and phasing out Al ISO/IEC 38507:2022 4.3, 5.3
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Subdomain

Incidents Control ID Objective Control Mappings/Crosswalk
https://ai- GOVERN 2.2 Accountability The organization’s ISO/IEC TR 24028:2020 5.4
incidents.projectcerebellum. structures arein  personnel and ISO/IEC 31000:2018 5.4.1
com/taim/govern-2-2 Risk place sothatthe partnersreceive  ISO/IEC DIS 5338:2022
Statement appropriate Al risk 6.4.12.1
Applicable Regulation PR—— jcea.m.s and mgn?gement ISO/IEC 38507:2022
purpose-driven individuals are trainingto enable 4.1,4.3,5.1,6.7.2,6.7.5,
HIPAA PCI-DSS culture focused empowered, them to perform A.1.3
i il responsible, and  their duties and ISO/IEC 22989:2022 6.2.2
SOC2 EU Al ACT understanding trained for responsibilities NIST CSF 2.0
and mapping, consistent with COBITS
EU GDPR WHITE HOUSE management. measuring, and related policies, ISO/IEC 42001:2023
AEY managing Al risks. procedures,and 7.2 -Competence
agreements. Texas: Responsible Artificial
PPDT Governance Intelligence Governance Act
Framework (TRAIGA)

DATA TECHNOLOGY

PEOPLE PROCESS

Core Principles

SECURITY AND RELIABILITY AND

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS INCLUSION SAFETY ROBUSTNESS
(EXPLAINABLE) (ETHICAL) (EXPLAINABLE) (ETHICAL)

PRIVACY
(EXPLAINABLE)

©2026 HISPI v v v

(ETHICAL AND (EXPLAINABLE)
EXPLAINABLE)
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Subdomain

Incidents Control ID Objective Control Mappings/Crosswalk
https://ai- GOVERN 3.1 Workforce Decision-making ISO/IEC TR 24028:2020 7.1
incidents.projectcerebellum. diversity, equity,  related to BS ISO/IEC 23053:2022 7.2
com/taim/govern-3-1 Risk inclusion, and mapping, ISO/IEC 31000:2018 6.2
Statement accessibility measuring, and ISO/IEC DIS 5338:2022 6.3.3
Applicable Regulation E— prf)c.e?ses.are managing Al risks ISO/IEC 38507:2022
purpose-driven prioritized in the throughout the 6.1,6.3,6.5,6.7.1,6.7.2,
culture focused mapping, lifecycle is 6.7.3, Annex A
i il measuring, and informed by a ISO/IEC 22989:2022 6.2.2
understanding managing of Al diverse team (e.g., ISO/IEC 42001:2023
and risks throughout diversity of B.4.6 - Human resources
management. the lifecycle. demographics, B.5.4 - Assessing Al system
disciplines, impact on individuals and
experience, groups of individuals
PPDT Governance expertise, and Texas: Responsible Artificial
Framework backgrounds). Intelligence Governance Act
PEOPLE PROCESS (TRAIGA)

DATA TECHNOLOGY

Core Principles

SECURITY AND RELIABILITY AND

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS INCLUSION SAFETY ROBUSTNESS
(EXPLAINABLE) (ETHICAL) (EXPLAINABLE) (ETHICAL)

PRIVACY

(EXPLAINABLE) (ETHICAL AND (EXPLAINABLE)

EXPLAINABLE)

©2026 HISPI v v v v v
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Incidents

https://ai-

incidents.projectcerebellum.

com/taim/govern-6-1

Applicable Regulation

HIPAA

PCI-DSS

SOC2 EU AIACT

WHITE HOUSE

EU GDPR AlEO

PPDT Governance
Framework

PEOPLE PROCESS

DATA

TECHNOLOGY

©2026 HISPI

Control ID

GOVERN 6.1

Risk

Statement

To ensure a

purpose-driven
culture focused

on risk

Subdomain
Objective

Policies and
procedures are in
place to address

Al risks and

benefits arising

from third-party
software and data

and other supply

understanding

and

management.

TRANSPARENCY
(EXPLAINABLE)

v

ACCOUNTABILITY

(ETHICAL)

v

chain issues.

Control

Policies and
procedures are in
place that
address Al risks
associated with
third-party
entities, including
risks of
infringement of a
third-party’s
intellectual
property or other
rights.

Core Principles

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

RELIABILITY AND
SAFETY
(ETHICAL AND
EXPLAINABLE)

SECURITY AND
PRIVACY
(EXPLAINABLE)

INCLUSION
(ETHICAL)

v 4

Mappings/Crosswalk

ISO/IEC TR 24028:2020 5.5
ISO/IEC 31000:2018 5.4.1
ISO/IEC DIS 5338:2022
6.4.3.3

ISO/IEC 38507:2022
5.5,6.4,A.3

ISO/IEC 22989:2022 8.6.1
NIST CSF 2.0

COBITS

ISO/IEC 42001:2023

B.10.2 - Allocating
responsibilities

B.10.3 - Suppliers

Texas: Responsible Artificial
Intelligence Governance Act
(TRAIGA)

ROBUSTNESS
(EXPLAINABLE)
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Subdomain

Incidents Control ID Objective Control Mappings/Crosswalk
https://ai- GOVERN 6.2 Policiesand Contingency ISO/IEC TR 24028:2020 7.1
incidents.projectcerebellum. procedures arein processesarein  BSISO/IEC 23053:2022 8.3
com/taim/govern-6-2 Risk place to address  place to handle ISO/IEC 31000:2018 5.4.1
Statement Alrisks and failures or ISO/IEC DIS 5338:2022
Applicable Regulation E—— benefits arising incidents inthird- 6.4.15.3
purpose-driven from third-party party data or Al ISO/IEC 38507:2022 6.7.5
HIPAA PCI-DSS culture focused software and data systems deemed ISO/IEC 22989:2022 5.15.4
OniiEk and other supply  to be high-risk. NIST CSF 2.0
SOC2 EU Al ACT understanding chain issues. COBITS5
and ISO/IEC 42001:2023
e WHITE HOUSE management. B.10.2 - Allocating

AlEO

responsibilities
B.10.3 - Suppliers
PPDT Governance Texas: Responsible Artificial
Framework Intelligence Governance Act
PEOPLE PROCESS (TRAIGA)

DATA TECHNOLOGY

Core Principles

SECURITY AND RELIABILITY AND

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS INCLUSION SAFETY ROBUSTNESS
(EXPLAINABLE) (ETHICAL) (EXPLAINABLE) (ETHICAL)

PRIVACY

(EXPLAINABLE) (ETHICAL AND (EXPLAINABLE)

EXPLAINABLE)

©2026 HISPI v v v v v
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Incidents Control ID
https://ai-
incidents.projectcerebellum. VL
com/taim/map-1-2 .
: Risk
Statement
Applicable Regulation To ensure
sufficient
HIPAA RECLESS contextual
knowledge

SOC2 EU AIACT

impacts to
WHITE HOUSE

EU GDPR AlEO

go/no-go

decision about

PPDT Governance whether to
Framework design,
PEOPLE PROCESS develop, or
deploy an Al
DATA system.

TRANSPARENCY
(EXPLAINABLE)

©2026 HISPI v

about Al system

inform an initial

ACCOUNTABILITY
(ETHICAL)

Subdomain
Objective

Contextis
established and
understood.

Control

Interdisciplinary Al
actors,
competencies, skills,
and capacities for
establishing context
reflect demographic
diversity and broad
domain and user
experience expertise,
and their
participation is
documented.
Opportunities for
interdisciplinary
collaboration are
prioritized.

Core Principles

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

v

RELIABILITY AND
SAFETY
(ETHICAL AND
EXPLAINABLE)

SECURITY AND
PRIVACY
(EXPLAINABLE)

INCLUSION
(ETHICAL)

v 4

v

Mappings/Crosswalk

ISO/IEC TR 24028:2020 9.8
ISO/IEC DIS 5338:2022
5.1,6.2.3.3,6.2.4.1,6.2.4.3,
6.2.6.1,6.2.6.3,6.4.9.4
ISO/IEC 38507:2022 A.1.3
ISO/IEC 22989:2022
5.1,6.2.2

NIST CSF 2.0

COBITS

ISO/IEC 42001:2023

B.4.6 - Human resources
7.2-Competence

Utah: Al Policy Act (2024)

ROBUSTNESS
(EXPLAINABLE)

v
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Subdomain

Incidents Control ID Control Mappings/Crosswalk
Objective PpIng
https://ai- MAP 1.3 Context is The organization’s ISO/IEC TR 24028:2020
incidents.projectcerebellum. ’ established and mission and relevant g 109.2.1
/taim/ 1- ) e
com/taim/map-1-3 Risk understood. gos :j;g'/are BS ISO/IEC 23053:2022
Statement understoodand 6.2.1,6.3,7.6,8.1,8.8
. . documented. ISO/IEC DIS 5338:2022
Applicable Regulation
PP & 1‘: eneure 6.4.1,6.4.13.1, A.2.5
ISO/IEC 38507:2022
contextual
knowledge 4.1,A.1.1,A.1.4,A.2
about Al system ISO/IEC 22989:2022 6.2.2
inform an initial B.4.6 - Human resources
go/no-go 7.2-Competence
decision about
PPDT Governance whether to
Framework design,
PEOPLE PROCESS develop, or
deploy an Al
DATA TECHNOLOGY system.

Core Principles

SECURITY AND RELIABILITY AND

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS INCLUSION SAFETY ROBUSTNESS
(EXPLAINABLE) (ETHICAL) (EXPLAINABLE) (ETHICAL)

PRIVACY

(EXPLAINABLE) (ETHICAL AND (EXPLAINABLE)

EXPLAINABLE)

©2026 HISPI v v v
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Control ID Sub.don‘.ialn Control
Objective

Incidents Mappings/Crosswalk

Contextis System ISO/IEC TR 24028:2020 9.8

established and requirements (e.g., BS ISO/IEC 23053:2022 8.3
ISO/IEC 31000:2018 5.4.1

https://ai- MAP 1.6

incidents.projectcerebellum.
com/taim/map-1-6

Risk understood. “the system shall
atemen of its users”) are 2.2.1.73236.4.1 .3,6.4.3.36.4.8.3,
Applicable Regulation elicited from and e o
PP & Tof‘;_“_s“rte understood by ISO/IEC 38507:2022
sufficien
HIPAA PCI-DSS contextual relevant Al actors. 53,6.4,6.6.2,6.7.2,6.7.3,6.7.5,

knowledge about

A.3
ISO/IEC 22989:2022

sOC2 EU Al ACT Al system Designdecisions 35 19, 3,5.14,3.5.15, 3.5.16,
impacts to take soclo-technical 5 15.8,5.19,6.2,6.1,6.2.2,8.6.2,
WHITE HOUSE inform an initial implications into Annex A
EU GDPR dd
£0/no-go account to address  NIST CSF 2.0
decision about Al risks COBITS

PPDT Governance
Framework

B.6.2.2 - Al system requirements and
specification

B.5.4 - Assessing Al system impact on
individuals and groups of individuals

B.5.5 - Assessing societal impacts of Al systems

design, develop,

or deploy an Al

Core Principles

DATA TECHNOLOGY

SECURITY AND RELIABILITY AND

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS INCLUSION SAFETY ROBUSTNESS
(EXPLAINABLE) (ETHICAL) (EXPLAINABLE) (ETHICAL)

PRIVACY

(EXPLAINABLE) (ETHICAL AND (EXPLAINABLE)

EXPLAINABLE)

©2026 HISPI
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Incidents

https://ai-
incidents.projectcerebellum.

com/taim/map-2-3

Applicable Regulation

PPDT Governance
Framework

PEOPLE PROCESS

DATA

TECHNOLOGY

©2026 HISPI

Subdomain

Control ID Objective

Categorization of
the Al system is
performed.

MAP 2.3

Risk
Statement

To ensure
sufficient
contextual
knowledge about
Al system
impacts to
inform an initial
go/no-go
decision about
whether to
design, develop,
or deploy an Al
system.

Control

Scientific integrity
and Test &
Evaluation,
Validation &
Verification (TEVV)
considerations are
identified and
documented,
including those
related to
experimental
design, data
collection and
selection (e.g.,
availability,
representativeness,
suitability), system
trustworthiness, and
construct validation.

Core Principles

TRANSPARENCY
(EXPLAINABLE)

ACCOUNTABILITY
(ETHICAL)

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

INCLUSION
(ETHICAL)

RELIABILITY AND
SAFETY
(ETHICAL AND
EXPLAINABLE)

SECURITY AND
PRIVACY
(EXPLAINABLE)

Mappings/Crosswalk

ISO/IEC TR 24028:2020 5.3

BS ISO/IEC 23053:2022
6.4,6.5.3.1,8.2,8.4,8.5, 8.6, 8.8
ISO/IEC DIS 5338:2022
5.3,6.3.1.3,6.4.13,6.4.14, A.2.5,
A.3

ISO/IEC 38507:2022
4.3,6.6.1,6.6.2

ISO/IEC 22989:2022
3.5.17,5.10,5.11.9.2,5.16, 6.1,
6.2.3,6.2.4

ISO/IEC 42001:2023

B.6.1.3 - Processes for responsible design
and development of Al systems

B.6.2.7 - Al system technical documentation
B.7.2 - Data for development and
enhancement of Al system

B.7.3 - Acquisition of data

B.7.4 - Quality of data for Al systems

B.7.5 - Data provenance

B.7.6 - Data preparation

B.6.2.4 - Al system verification and validation

ROBUSTNESS
(EXPLAINABLE)
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Incidents

https://ai-

incidents.projectcerebellum.

com/taim/map-3-2

Applicable Regulation

PPDT Governance
Framework

PEOPLE PROCESS

DATA

TECHNOLOGY

©2026 HISPI

Control ID

MAP 3.2

Risk
Statement

To ensure
sufficient
contextual
knowledge about
Al system
impacts to
inform an initial
go/no-go
decision about
whether to
design, develop,
or deploy an Al
system.

TRANSPARENCY
(EXPLAINABLE)

ACCOUNTABILITY
(ETHICAL)

Subdomain
Objective

Al capabilities,
targeted usage,
goals, and
expected benefits
and costs
compared with
appropriate
benchmarks are
understood.

Control

Potential costs,
including non-
monetary costs,
which result from
expected or realized
Al errors or system
functionality and
trustworthiness — as
connected to
organizational risk
tolerance

—are examined and
documented.

Core Principles

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

RELIABILITY AND
SAFETY
(ETHICAL AND
EXPLAINABLE)

SECURITY AND
PRIVACY
(EXPLAINABLE)

INCLUSION
(ETHICAL)

Mappings/Crosswalk

ISO/IEC TR 24028:2020 8.10, 9.8
BS ISO/IEC 23053:2022
6.5.4.1,6.5.4.2,7.4

ISO/IEC 23894:2023 6.4.2.6
ISO/IEC DIS 5338:2022
6.4.3.3,6.4.12.3,6.4.13.3,6.4.15.3,
6.4.16.3

ISO/IEC 38507:2022 4.2,6.4
ISO/IEC 22989:2022
6.2.2,6.2.6,7.4.1

ISO/IEC 42001:2023

B.5.2 - Al system impact assessment
process

B.5.3 - Documentation of Al system impact
assessments

B.5.4 - Assessing Al system impact on
individuals and groups of individuals
B.5.5 - Assessing societal impacts of Al
systems

8.2 - Al risk assessment

8.3 - Al risk treatment

8.4 - Al system impact assessment

ROBUSTNESS
(EXPLAINABLE)
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Subdomain

Incidents Control ID L, Control Mappings/Crosswalk
Objective
https://ai- MAP 3.5 Al capabilities, Processes for BS ISO/IEC 23053:2022 8.1
incidents.projectcerebellum. targeted usage, human oversight are  ISO/IEC 31000:2018 5.4.3
com/taim/map-3-5 Risk goals, and defined, assessed, ISO/IEC DIS 5338:2022
Statement  expected benefts JT9SOCUTITEIN  £4108,6342.0433
Applicable Regulation To ensure <l s . organizational ISO/IEC 38507:2022
<Ufficient compared with policies from the 3.2.1,4.3,5.1,5.3,5.4, 5.5, 6.2,
contextual appropriate GOVERN function.  6.3,6.5,6.7.3,A.1.1,A.1.3,A.1.4
knowledge about benchmarks are ISO/IEC 22989:2022 5.1
Al system understood. ISO/IEC 42001:2023
impacts to B.6.1.3 - Processes for
inform an initial responsible design and
go/no-go development of Al systems
decision about B.6.2.7 - Al system technical
PPDT Governance whether to documentation ,
Framework design, develop, B.8.2 - System documentation
or deploy an Al and information for users
PEOPLE PROCESS system.

DATA TECHNOLOGY

Core Principles

SECURITY AND RELIABILITY AND

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS INCLUSION SAFETY ROBUSTNESS
(EXPLAINABLE) (ETHICAL) (EXPLAINABLE) (ETHICAL)

PRIVACY

(EXPLAINABLE) (ETHICAL AND (EXPLAINABLE)

EXPLAINABLE)

©2026 HISPI v v v v
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Incidents

https://ai-
incidents.projectcerebellum.

com/taim/map-4-1

Applicable Regulation

HIPAA

PCI-DSS

SOC2 EU AIACT

WHITE HOUSE

EU GDPR AlEO

PPDT Governance
Framework

PEOPLE PROCESS

DATA

TECHNOLOGY

©2026 HISPI

Subdomain

Control ID Objective
MAP 4.1 Risks and benefits
) are mapped for all
Risk components of
Statement the Al system
To ensure including third-
sufficient party software
contextual and data.
knowledge
about Al system
impacts to
inform an initial
go/no-go
decision about
whether to
design, develop,
or deploy an Al
system.

Control

Approaches for
mapping Al
technology and legal
risks of its
components -
including the use of
third-party data or
software — are in
place, followed, and
documented, as are
risks of infringement
of a third party’s
intellectual property
or other rights.

Core Principles

TRANSPARENCY
(EXPLAINABLE)

ACCOUNTABILITY
(ETHICAL)

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

INCLUSION
(ETHICAL)

Mappings/Crosswalk

ISO/IEC TR 24028:2020 7.1
ISO/IEC 31000:2018 5.4.1, 5.6
ISO/IEC DIS 5338:2022
6.1.1.3,6.4.1.3,6.4.3.3,6.4.8.2,
6.4.8.3,6.4.17.1

ISO/IEC 38507:20225.5,6.4,A.3
ISO/IEC 22989:2022 5.15.1,5.17
NIST CSF 2.0

COBIT5

ISO/IEC 42001:2023

4.1 - Understanding the
organization and its context
B.2.2 - Al policy

B.9.2 - Processes for responsible
use of Al systems

B.9.4 - Intended use of the Al
system

TEXAS: RESPONSIBLE ARTIFICIAL
INTELLIGENCE GOVERNANCE
ACT (TRAIGA)

RELIABILITY AND

SECURITY AND
PRIVACY
(EXPLAINABLE)

v

SAFETY
(ETHICAL AND
EXPLAINABLE)

ROBUSTNESS
(EXPLAINABLE)
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Subdomain

Incidents Control ID Objective Control Mappings/Crosswalk
https://ai- MAP 4.2 Risks and benefits Internalrisk controls ISO/IEC TR 24028:2020 5.4
incidents.projectcerebe[[um. are mapped for all for components of ISO/IEC 31000:2018 5.4.1
com/taim/map-4-2 Risk components of the Al system, ISO/IEC DIS 5338:2022 6.4.8.3
Statement the Al system including thlrd-party ISO/IEC 38507:20226.7.2
including third Al technologies, are  ISO/IEC 22989:2022 6.1

Applicable Regulation To ensure INCIUAINGINING- 46 ntified and NIST CSF 2.0
sufficient party software oG COBIT 5

HIPAA PCLDSS contextual and data. ISO/IEC 42001:2023
knowledge B.6.2.7 - Al system technical
about Al system documentation

S0C2 EUAIACT Impacts to B.8.2 - System documentation
inform an initial and information for users

WHITE HOUSE
EU GDPR s eoliogss B.10.3 - Suppliers
decision about
whether to
PPDT Governance design, develop,
Framework or deploy an Al
system.
PEOPLE PROCESS
DATA TECHNOLOGY Core Principles

SECURITY AND RELIABILITY AND

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS INCLUSION SAFETY ROBUSTNESS
(EXPLAINABLE) (ETHICAL) (EXPLAINABLE) (ETHICAL)

PRIVACY

(EXPLAINABLE) (ETHICAL AND (EXPLAINABLE)

EXPLAINABLE)

©2026 HISPI v
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Incidents

https://ai-

incidents.projectcerebellum.

com/taim/measure-1-3

Applicable Regulation

HIPAA

PCI-DSS

SOC2 EU AIACT

WHITE HOUSE

EU GDPR AlEO

PPDT Governance
Framework

PEOPLE PROCESS

DATA

TECHNOLOGY

©2026 HISPI

Control ID

MEASURE 1.3

Risk
Statement

To ensure
objective,
repeatable, or
scalable test,
evaluation,
verification, and
validation (TEVV)
processes
including metrics,
methods, and
methodologies
are in place,
followed, and
documented.

TRANSPARENCY

(EXPLAINABLE) (ETHICAL)

v v

ACCOUNTABILITY

Subdomain
Objective

Appropriate
methods and
metrics are
identified and
applied.

Control

Internal experts who
did not serve as front-
line developers for the
system and/or
independent
assessors are involved
in regular
assessments and
updates.

Domain experts,
users, Al actors
external to the team
that developed or
deployed the Al
system, and affected
communities are
consulted in support
of assessments as
necessary per
organizational risk
tolerance.

Core Principles

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

v

RELIABILITY AND
SAFETY
(ETHICAL AND
EXPLAINABLE)

SECURITY AND
PRIVACY
(EXPLAINABLE)

INCLUSION
(ETHICAL)

v

Mappings/Crosswalk

ISO/IEC TR 24028:2020 9.2
ISO/IEC 31000:2018 5.4.1, 6.4.1
ISO/IEC DIS 5338:2022
6.4.7.1,6.4.7.3,6.4.9.4

ISO/IEC 38507:2022
4.3,5.2.3,6.4

ISO/IEC 22989:2022
5.19.1,5.19.5.1,5.19.5.4,6.2.8
NIST CSF 2.0

COBIT5

ISO/IEC 42001:2023

6.1.2 - Al risk assessment

9.2.2 - Internal audit programme
B.5.2 - Al system impact
assessment process

B.5.4 - Assessing Al system
impact on individuals and groups
of individuals

B.5.5 - Assessing societal
impacts of Al systems

ROBUSTNESS
(EXPLAINABLE)
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Subdomain

Incidents Control ID L Control Mappings/Crosswalk
Objective
https://ai- MEASURE 2.5 Alsystemsare The Al systemto  ISO/IEC TR 24028:2020 9.7,
incidents.projectcerebellum. evaluated for be deployed is 9.11.2
com/taim/measure-2-5 Risk trustworthy demonstrated to I5$10/6I;E304D:;S6523181:2(6)2421 .
Statement characteristics. bel.ves)llld and 6.4.14. A2.5 A.3
Applicable Regulation To ensure retiable. ISO/IEC 38507:2022 6.6.1
SoC2 EU Al ACT evaluation, beyond the NIST CSF 2.0
verification, and conditionsunder COBITS
WHITE HOUSE validation (TEVV) which the ISO/IEC 42001:2023
EU GDPR e
AIEO processes technology was B.6.2.4 - Al system verification

and validation
B.6.2.5 - Al system deployment

including metrics,

developed are
methods, and

PPDT Governance mented. )
Framework methodologies documented B.6.2.7 - Al system technical
are in place, documentation
PEOPLE PROCESS followed, and B.8.2 - System documentation
documented. and information for users
DATA TECHNOLOGY Core Principles

SECURITY AND RELIABILITY AND

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS INCLUSION SAFETY ROBUSTNESS
(EXPLAINABLE) (ETHICAL) (EXPLAINABLE) (ETHICAL)

PRIVACY

(EXPLAINABLE) (ETHICAL AND (EXPLAINABLE)

EXPLAINABLE)

©2026 HISPI
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Incidents

https://ai-

incidents.projectcerebellum.

com/taim/measure-2-6

Applicable Regulation

HIPAA

PCI-DSS

SOC2 EU AIACT

WHITE HOUSE

EU GDPR AlEO

PPDT Governance
Framework

PEOPLE PROCESS

DATA

TECHNOLOGY

©2026 HISPI

Control ID

MEASURE 2.6

Risk
Statement

To ensure
objective,
repeatable, or
scalable test,
evaluation,
verification, and
validation (TEVV)
processes
including metrics,
methods, and
methodologies
are in place,
followed, and
documented.

TRANSPARENCY
(EXPLAINABLE)

v v

ACCOUNTABILITY
(ETHICAL)

Subdomain

Objective

Al systems are
evaluated for
trustworthy

characteristics.

Control

The Al system is
evaluated regularly for
safety risks — as
identified in the MAP
function. The Al
system to be deployed
is demonstrated to be
safe, its residual
negative risk does not
exceed the risk
tolerance, and it can
fail safely, particularly
if made to operate
beyond its knowledge
limits. Safety metrics
reflect system
reliability and
robustness, real-time
monitoring, and
response times for Al
system failures.

Core Principles

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

v

Mappings/Crosswalk

ISO/IEC TR 24028:2020 7.2, 9.9,
9.11.3

BS ISO/IEC 23053:2022 8.1
ISO/IEC 31000:2018 5.6

ISO/IEC DIS 5338:2022 6.3.4.3
ISO/IEC 38507:2022 6.7.2, 6.7.3
ISO/IEC 22989:2022 Annex A

NIST CSF 2.0

COBITS5

ISO/IEC 42001:2023

B.6.2.8 - Al system recording of event
logs

B.6.2.6 - Al system operation and
monitoring

B.6.2.4 - Al system verification and
validation

8.2 - Al risk assessment

Colorado: Colorado Al Act (2024)
Tennessee: ELVIS Act (2024)
Utah: Al Policy Act (2024)
Washington: Biometric consent
laws (2017)

TEXAS: RESPONSIBLE ARTIFICIAL
INTELLIGENCE GOVERNANCE ACT

RELIABILITY AND

SECURITY AND
PRIVACY

INCLUSION
(ETHICAL)

(EXPLAINABLE)

v

SAFETY ROBUSTNESS
(ETHICAL AND
EXPLAINABLE)

(EXPLAINABLE)

v
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Incidents

https://ai-

incidents.projectcerebellum.

com/taim/measure-2-10

Applicable Regulation

HIPAA

PCI-DSS

SOC2 EU AIACT

WHITE HOUSE

EU GDPR AlEO

PPDT Governance
Framework

PEOPLE PROCESS

Control ID

MEASURE 2.10

Risk Statement

To ensure objective,

repeatable, or
scalable test,
evaluation,
verification, and
validation (TEVV)

processes including
metrics, methods,
and methodologies

are in place,
followed, and
documented.

Subdomain
Objective

Al systems are
evaluated for
trustworthy

characteristics.

Control

Privacy risk of
the Al system -
as identified in
the MAP
function —is
examined and
documented.

Mappings/Crosswalk

ISO/IEC TR 24028:2020 9.6, 9.10.4
BS ISO/IEC 23053:2022 8.1

ISO/IEC 31000:2018 5.4.1

ISO/IEC DIS 5338:2022
5.1,6.3.4.3,6.4.1.3,6.4.3.3, 6.4.8.3,
6.4.17.3

ISO/IEC 38507:2022
5.3,6.4,6.6.2,6.7.2,6.7.3,6.7.5, A.3
ISO/IEC 22989:2022
5.19.6.2,6.1,6.2.2, 8.6.2, Annex A
NIST CSF 2.0

COBITS5

ISO/IEC 42001:2023

B.5.2 - Al system impact assessment
process

B.7.2 - Data for development and
enhancement of Al system

B.7.3 - Acquisition of data

B.2.3 - Alignment with other
organizational policies

TEXAS: RESPONSIBLE ARTIFICIAL
INTELLIGENCE GOVERNANCE ACT

DATA TECHNOLOGY

Core Principles (TRAIGA)

RELIABILITY AND
INCLUSION SECURITY AND SAFETY

PRIVACY
(EXPLAINABLE) (ETHICAL AND
EXPLAINABLE)

TRANSPARENCY ACCOUNTABILITY IMPARTIALITY/FAIRNESS

(EXPLAINABLE) (ETHICAL)

ROBUSTNESS
(EXPLAINABLE)

(EXPLAINABLE) (ETHICAL)

©2026 HISPI
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Incidents

https://ai-

incidents.projectcerebellum.

com/taim/measure-2-11

Applicable Regulation

HIPAA

PCI-DSS

SOC2 EU AIACT

WHITE HOUSE

EU GDPR AlEO

PPDT Governance
Framework

PEOPLE PROCESS

DATA

TECHNOLOGY

©2026 HISPI

Control ID

MEASURE 2.11

Risk
Statement

To ensure
objective,
repeatable, or
scalable test,
evaluation,
verification, and
validation (TEVV)
processes
including metrics,
methods, and
methodologies are
in place, followed,
and documented.

TRANSPARENCY
(EXPLAINABLE)

ACCOUNTABILITY
(ETHICAL)

Subdomain
Objective

Al systems are
evaluated for
trustworthy

characteristics.

Control

Fairness and
bias — as
identified in the
MAP function -
are evaluated
and results are
documented.

Core Principles

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

Mappings/Crosswalk

ISO/IEC TR 24028:2020 8.4

BS ISO/IEC 23053:2022
6.3,8.1,8.3,A.2.2.2

ISO/IEC 31000:2018 5.4.1

ISO/IEC DIS 5338:2022
5.1,6.3.4.3,6.3.8.3,6.4.3.3, 6.4.14.3
ISO/IEC 38507:2022
4.2,5.4,6.4,6.5,6.7.2,6.7.4
ISO/IEC 22989:2022
3.2.2,3.5.4,5.10,5.15.9, 7.4.1, Annex
A

NIST CSF 2.0

COBITS5

ISO/IEC 42001:2023

B.5.5 - Assessing societal impacts of
Al systems

B.5.4 - Assessing Al system impact on
individuals and groups of individuals
IWinois: Biometric Information
Privacy Act (2008)

TEXAS: RESPONSIBLE ARTIFICIAL
INTELLIGENCE GOVERNANCE ACT
(TRAIGA)

RELIABILITY AND

SECURITY AND
PRIVACY
(EXPLAINABLE)

INCLUSION
(ETHICAL)

v

SAFETY ROBUSTNESS
(ETHICAL AND
EXPLAINABLE)

(EXPLAINABLE)
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Incidents

https://ai-

incidents.projectcerebellum.

com/taim/manage-2-4

Applicable Regulation

HIPAA

PCI-DSS

SOC2 EU AIACT

WHITE HOUSE

EU GDPR AlEO

PPDT Governance
Framework

Control ID

MANAGE 2.4

Risk
Statement

To ensure that
plans for
prioritizing risk
and regular
monitoring
and
improvement
are in place.

Subdomain
Objective

Strategies to
maximize Al
benefits and
minimize negative
impacts are
planned,
prepared,
implemented,
documented, and
informed by input
from relevant Al
actors.

Control

Mechanisms are
in place and
applied, and
responsibilities
are assigned and
understood, to
supersede,
disengage, or
deactivate Al
systems that
demonstrate
performance or
outcomes
inconsistent with
intended use.

Mappings/Crosswalk

ISO/IEC 23894:2023
6.4.2.4,6.4.2.5,6.4.2.6

ISO/IEC 31000:2018 6.3.4, 6.5.2
ISO/IEC DIS 5338:2022 6.4.17.1
ISO/IEC 38507:2022 3.2.3, 6.7
ISO/IEC 22989:2022
3.1.22,5.17,6.1,6.2.9, Annex A
NIST CSF 2.0

COBITS5

ISO/IEC 42001:2023

B.9.4 - Intended use of the Al system
B.8.2 - System documentation and
information for users

B.6.2.7 - Al system technical
documentation

B.6.1.3 - Processes for responsible
design and development of Al systems
TEXAS: RESPONSIBLE ARTIFICIAL
INTELLIGENCE GOVERNANCE ACT
(TRAIGA)

PEOPLE PROCESS

DATA

TECHNOLOGY

Core Principles

RELIABILITY AND
SAFETY
(ETHICAL AND
EXPLAINABLE)

©2026 HISPI v v

SECURITY AND
PRIVACY
(EXPLAINABLE)

ROBUSTNESS
(EXPLAINABLE)

INCLUSION
(ETHICAL)

ACCOUNTABILITY
(ETHICAL)

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

TRANSPARENCY
(EXPLAINABLE)
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Incidents

https://ai-

incidents.projectcerebellum.

com/taim/manage-4-3

Applicable Regulation

PCI-DSS

HIPAA

SOC2 EU AIACT

WHITE HOUSE

EU GDPR AlEO

PPDT Governance
Framework

PEOPLE PROCESS

DATA

TECHNOLOGY

©2026 HISPI

Subdomain

Control ID .. Control
Objective
MANAGE 4.3 Risk treatments, Incidents and
including errors are
Risk response and communicated to
Statement recovery, and relevant Al actors,

To ensure that

plans for
prioritizing

and regular

communication
plans for the
identified and
measured Al risks
are documented

including affected
communities.

risk Processes for
tracking,

AT and monitored responding to,
gnd regularly. and recovering
[Merovsment from incidents
are in place. and errors are

TRANSPARENCY
(EXPLAINABLE)

followed and
documented.

Core Principles

SECURITY AND RELIABILI

PRIVACY
(EXPLAINABLE)

INCLUSION
(ETHICAL)

IMPARTIALITY/FAIRNESS
(EXPLAINABLE)

ACCOUNTABILITY

(ETHICAL) (ETHICA

4 4

SAFETY

EXPLAINABLE)

Mappings/Crosswalk

BS ISO/IEC 23053:2022 3.1.4,A.2.2.2
ISO/IEC 31000:2018 6.5.2, 6.7
ISO/IEC DIS 5338:2022

6.4.3.3, 6.4.15.3

ISO/IEC 38507:2022
4.3,6.1,6.4,6.7.3

ISO/IEC 22989:2022

NIST CSF 2.0

COBITS5

ISO/IEC 42001:2023

9.3.2 - Management review inputs
B.8.5 - Information for interested
parties

B.6.2.6 - Al system operation and
monitoring

TEXAS: RESPONSIBLE ARTIFICIAL
INTELLIGENCE GOVERNANCE ACT
(TRAIGA)

TY AND
ROBUSTNESS

L AND (EXPLAINABLE)
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~~ TAIMScore™ Gamification

A guided learning and
assessment experience ey
designed to keep users -
engaged while they move IO e AR M n e T0es
through Al trust
questions.

Progressive questions,
feedback, and prompts
help teams turn Al risk
concepts into repeatable
decisions.

©2026 HISPI



¥ TAIMScore™ Interface

A structured interface gives users a clear path through profile data, assessment questions,
scoring, and recommendations.

& Dashboard
[=] Training

[} Assessment
Profile

[EL, Assessment
[T"| Reports
“% Recommendation

ﬂ Admin @

©2026 HISPI




- "“I’A1I\/Iis_c;ore“"I Dashboard

The dashboard summarizes maturity, risk themes, and areas that need attention.

= TAIMScore™
Home Dashboard
Dashboard

Total Users Total Groups Total Assessment Profiles Active Assessments
1 0 8 6

Completed Assessments
16

Total Assessments

22

Assessment Info

D Name Status Overall Score Top 20 Score Created Date
4 Q4, 2024 Assessment 1 Completed 37.00% 36.84% 10/18/2024
8 Q4, 2024 Assessment 1 In Progress 100.00% 100.00% 10/24/2024
9 Q4, 2024 Assessment 1 In Progress 100.00% 100.00% 10/24/2024
10 Q4, 2024 Assessment 1 In Progress 100.00% 100.00% 10/24/2024

11 Q4, 2024 Assessment 1 Completed 5.00% 5.36% 10/24/2024

©2026 HISPI



- TA’II\?lSccg_reTM Profile Screen

Profiles establish organizational context before scoring so results are tied to use case and
environment.

£ TAIMScore™

Home Assessment Profiles

Assessment Profiles

Name Organization Size Industry Group Revenue Level Country Actions
TAIM 2dot2 Top 20 Demo 10000+ Information Technology 10,000+ United States m
TAIM 2dot2 Demo 1-100 Healthcare/Biotechnology/Pharmaceutical 0-5 United States m
Test Profile 100 - 1000 Insurance 5-200 United States m
TAIM 2dot3 Top 20 Demo 10000+ Information Technology 10,000+ United States (L9
TAIM 2dot3 Demo 1-100 Healthcare/Biotechnology/Pharmaceutical 0-5 United States m
TAIM 2dot4 Top 20 Demo 1-100 Nonprofit 0-5 United States m
TAIM 3dot0 Top 20 Demo 1-100 Nonprofit 0-5 United States m

TAIM 3dot0 Demo 1-100 Financial Services/Banking 0-5 United States m

o eFortresses 2025. All rights reserved

©2026 HISPI



- * 'TAIMScore™ Results

Scoring outputs help users identify strengths, gaps, and areas for follow-up.

Group Name Is Complete Score
GOVERN 2 Yes 0.00%
GOVERN 6 Yes 0.00%

MAP 1 Yes 0.00%
MAP 4 Yes 0.00%
MAP 5 Yes 0.00%
MEASURE 2 Yes 0.00%
MEASURE 3 Yes

MEASURE 4 Yes

MANAGE 2 Yes o
MANAGE 4 Yes 0.00%

Sub Group Name Sub Group Objective Is Complete Questions Score

MANAGE 4.1

Risk treatments, including response and recovery, and
MANAGE 4.3 communication plans for the identified and measured Al | Yes 1 0.00%

risks are documented and monitored regularly

) Top 20 "
No Question Related To Related Al Incident P Response Maturity Level

Control Evidence
Score

Yes 1 - Initia

©2026 HISPI




- * 'RIMScore™ Reports

Reports translate assessment results into evidence, trends, and artifacts that can be shared
with decision-makers.

Actual vs Needed Maturity Score for Certification for Q4, 2025

[ & rox | & cgeraror | Assessment 1

— ty S aturin
Score Report.
for Assessment . z
Iy Trending Report
- » for Assessment Profile
TAIM 3dot0 Top 20 Demo, and Standard TRUSTED-AI-MODEL-(TAIM)-TOP-20
reGoLoer
1SOMECTR 240282020 - At it - 2 el imeligerce - » s o . Very Law
= . i St
Anifieis 4-5 e
ISCHEE 1S 53302022 fomaion ek il el -4l psemle ol poceszes
s = - . - 730 a-s Metarm Lo
i el o s0m s S
ok St (st e WY o x4 i) - -
201200 1z sian
0-3200 a Verybiigh
Sty s iy st o o
-

1soez 2001 M gt o
US StateyStae Abested e scties (Sources: Wit stes. ChatGET snd Serpesity

Ses0 s oprstscoe veryLow
251-050 a5 Excells Seore o [ Actual Maturity Score for Q4, 2025 Assessment 1

om0 2 consoe  Mesumiow — i

e 2:2 [a— e ;

.00 2 Pocesce i

X-Aziz Reference Mo AsseszmentName  Score

Seare
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TAIMSCore ™ Benchmark Report

Benchmarking helps organizations compare posture and prioritize improvement.

PEOPLE
Qverall Score o
A
Panz
Yes
b 4
N/A
Partial
85 1SOEC 23052:2022 Framawrk or Arificial
PROCESS Inteligence (A1) Systems Using cming (L)
2 (Biifish Stancrd)
e .
Benchmarking Report o on
for Assessment
104, 2025 Assessment 1, TAIM 3dot0 Top 20 Demo, TRUSTED-AI-MODEL-(TAIM)-TOP-20 6
I e A
>850 s Optimized Score Very Law -
751-850 4-5 Excellent Seore Low -
DaTA ISOIEC 23834:2023 Information technology - Arificial
T . T S o . inteligence - Guidance on fisk managament
18 (30%) = Yes.
401 - 600 2.3 Fair Score Medium o o
Pais A
Pana
201- 400 1-2 Poor Scare High "
0-200 0.1 Very Poor Score Very High - Top 20 Score 6 6
Yes
® No
N/A sy ) emcn
= ) = v
it Partal o
3 25 Fans A

Parial

4

industry Group: Momprofit

Max Score Your Score  Benchmark Score

1000 200 600

Forresses 2025 Al righs reserved
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TAIMSCore™ Recommendations

Recommendations
Group Objective
Name

Context is established

MAR1 and understood.
Al systems are
MEASURE  evaluated for

2 trustworthy
characteristics

Strategies to maximize
Al benefits and
minimize negative
impacts are planned,
prepared, implemented,
documented, and
informed by input from
relevant Al actors

MANAGE 2

Risk treatments,
including response and
recovery, and
communication plans
for the identified and
measured Al risks are
documented and
monitored regularly.

MANAGE 4

Weakness

Are system requirements (e.g., “the
system shall respect the privacy of its
users") elicited from and understood
by relevant Al actors? Does design
decisions take socio-technical
implications into account to address
Al risks?

Is the Al system evaluated regularly
for safety risks - as identified in the
MAP function? Is the Al system to be
deployed demonstrated to be safe, its
residual negative risk does not exceed
the risk tolerance, and it can fail
safely, particularly if made to operate
beyond its knowledge limits? Does
safety metrics reflect system
reliability and real-time

Recommendation

Ensure that system requirements (e.g., “the
system shall respect the privacy of its users®) are
elicited from and understood by relevant Al
actors. Ensure that design decisions take socio-
technical implications into account to address Al
risks.

Ensure that the Al system is evaluated regularly
for safety risks — as identified in the MAP
function. Ensure that the Al system to be
deployed is demonstrated to be safe, its residual
negative risk does not exceed the risk tolerance,
and it can fail safely, particularly if made to
operate beyond its knowledge limits. Ensure that
safety metrics reflect system reliability and

monitoring, and respense times for Al
system failures?

Are mechanisms in place and applied,
and responsibilities assigned and
understood, to supersede, disengage,
or deactivate Al systems that
demonstrate performance or
outcomes inconsistent with intended
use?

Are incidents and errors
communicated to relevant Al actors,
including affected communities? Are
processes for tracking, responding to,
and recovering from incidents and
errors followed and documented?

real-time monitoring, and response
times for Al system failures

Ensure that mechanisms are in place and
applied, and responsibilities are assigned and
understood, to supersede, disengage, or

Al systems that
performance or outcomes inconsistent with
intended use.

Ensure that incidents and errors are
communicated te relevant Al actors, including

Recommendation content connects assessment results to practical next steps.

Related Al Incident

OpenAl faces new class action lawsuit over data privacy - Washington Post

https://www.washin st.com/technolegy/2023/06/28/openai-chatgpt-lawsuit-class-action/ Al
Data Aggregation Incident As generative Al needs a lot of data, OpenAl's solution was to scrap the
internet for said data. The data is alleged to contain personal and copyrighted information. Risk
Generative Al encourages sourcing a lot of data. If a company has the resources to shrug off their legal
liability regarding the data they take, they can continue to take the data, even if it belongs to people

Twitter taught Microsoft's Al chatbot to be racist in less than a day - Business Insider
https://www.businessinsider.com/microsoft-deletes-racist-genocidal-tweets-from-ai-chatbot-tay-2016-
3 Al can be changed. Incident Microsoft's “TAY” was released to the public as an experiment, with TAY
being able to learn from prior conversations. Because TAY was open to input without sanitation, it
outputted racial slurs, defended white-supremacist propaganda, and called for a genocide before being
taken off the internet. Risk Al can be manipulated into producing undesirable output. Depending on the
output presents risk to an organization such as public relations issues or unauthorized disclosure,
depending on what it has access to

Malicious Actors Manipulating Photos and Videos for Sextortion Schemes - FBI IC3.0rg
https:f/www.ic3.gov/Media/¥2023/PSA230605 Al Malicious actors and Sextortion Incident The FBI
issued a Public Service Announcement (PSA), warning of synthetic content known as deepfakes, which
comes after reports of victims, ranging from minors and adults, whose pictures and videos were
altered to be explicit and shared around the internet to sexually harass or do sextortion schemes. Risk
Risk regarding Al manipulation of media can range from public relation issues to personal ones;
enabling controversies that might hurt revenue to public scrutiny of fabricated events

A deepfake bot is being used to “undress” underage girls - MIT Technology Review
https:#www.technologyreview.com/2020/10/20/1010789/ai-deepfake-bo

affected Ensure that proce: for
tracking, responding to, and recovering from
incidents and errors are followed and
documented

omen-and-
underage-girls/ Al Undressing Incident An app called DeepNude was being used to undress women.
After public backlash, the creators took down the application, later re-establishing on Telegram. Risk Al
can be used to invade the privacy of others and publicly humiliate people.

© eFortresses 2025. All rights reserved.
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- * ¥ 1+, Questions

'

Let’s continue the conversation!

Project Cerebellum resources and contact information

LinkedIn group https://www.linkedin.com/groups/6624427/

TAIMS core™

Email projectcerebellum@hispi.org Trusted Al decisions made
visible.
Project Cerebellum https://projectcerebellum.com

HISPI https://hispi.org

©2026 HISPI
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