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Who am I?

Session ID: BRKOPS-1104

Solutions Engineer

7 years at Cisco

24 years of experience in IT

Networking, virtualization, desktop services, 
automation/coding

Focus on end-to-end infrastructure

Probably the only Cisco presenter with an 
unlicensed nuclear accelerator



The Pace of Network Change
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What we ask of the network
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Netflow / SNMP
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Evolution of the network
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How has it evolved?

Network Operating Speeds

Network designs

Network Management

Security in the network

Domain Knowledge
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The start of modern networking

10
Mbps

1983 - IEEE 802.3

- Over Thick Coaxial Cable
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Increase in Ethernet network speeds
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Traditional 3 tier networking

STP blocking

VSS Pair / vPC Pair

Core

Access

Distribution

STP – Spanning Tree Protocol

VSS – Virtual Switch Stack

vPC – Virtual Port Channel
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Spine and Leaf architecture

C9407 C9410 C9300-48S

20
0G

20
0G

2x100G per 
supervisor (200G)

2x10G per 
leaf uplink (40G)

Border / Leaf

Leaf

Spine
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Increased Fault Tolerance and Resiliency 

C9407 C9410 C9300-48S

20
0G

20
0G

4x100G 4x100G 4x25G

1x100G per spine
ECMP + Redundancy

1x25G per spine
ECMP + Redundancy

Same throughput, decreased impact 
from spine or link failures.Border / Leaf

Leaf

Spine



© 2025 Cisco and/or its affiliates. All rights reserved.

Device Management Methods

Telnet

Console

SSH

NETCONF RESTCONFAnsible

HTTPS

WebUI
Controllers

Management PlatformsPython
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Security on the network

permit tcp any any eq 443

permit udp any 8.8.8.8 eq 53

deny ip any 

Inspect based on application

permit tcp any any eq 443

permit udp any 8.8.8.8 eq 53

deny ip any any

Routed Firewall Next Generation Firewall
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Endpoint Security

A B

VM or Containers

VM-A
VLAN100

192.18.100.1

VM-B
VLAN200
192.18.200.1

C D

VM or Containers

VM-C
VLAN125

192.18.125.1

VM-D
VLAN225
192.18.225.1

VLAN100 VLAN125

Boundary-FW

SW1 SW2

SW3

SVC-FW
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Expansion of network domain knowledge

MPLS

VXLAN

Virtualization

SDN

Netflow

BGP

IPv6

ATM / Frame Relay

VoIP / QoS

 

Ansible

Python

Cloud

Containers

NetDevOps

Network Testing

Hybrid On-Prem

SRv6

Telemetry

Routing
Switching

TCP/IP



Essential Skills
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• IPv4 / IPv6, TCP, UDP

• Routing Protocols, OSPF / ISIS

• Switching protocols, VLANs, VXLAN 

• Multi-Protocol BGP

Skill sets for network engineering

Core

• Linux networking

• Cloud Networking (AWS / Azure / GCP)

• Containers

• Virtualization, RoCEv2

• TCPdump/Wireshark

• Traffic Flow

• Network testing

• Debug commands

• Programmability / Scripts / Tools / APIs

• Data Structures (XML, JSON, YAML)

• Telemetry

• Testing / Pipelines (CI/CD)

Troubleshooting

Infrastructure Management / Automation
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Understand the life a packet

Server A 198.18.1.1/24 Server B - 198.18.2.1/24

DATA (1460B)

DATA (1460B)
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Port

Checks
um

DST
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TCP/UDP
Header (20B)

DATA (1460B)

DST
MAC

SRC
MAC

TCP/UDP
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DATA (1460B)IP Header (20B)

Segment

Packet

Frame

Gi 0/0
198.18.1.254/24

Gi 0/1
198.18.2.254/24

SRV A
MAC
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Gi0/0 MAC

SW1 SW2
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MAC
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RTR1

SRV B
MAC

RTR1
Gi0/1 MAC

RTR1
Gi0/1 MAC

SRV B
MAC

DATA (1460B)
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Is the network configured correctly?

Do I have all my VLANS? Somethings wrong, I can’t 
reach the router

Can’t form an OSPF 
adjacency with SW2

SW1 SW2

RTR1

Vl150

SW1# show vlan

vlan name
---------
100 research
150 data
300 compute

RTR1# show ip route

C 192.18.1.254
C 192.18.2.254
O 192.18.100.0/24 [110/11] via 192.168.18.1.254

RTR1# show run interface g0/1
!
interface GigabitEthernet0/1
  ip address 192.18.2.254/24
  ip ospf 10 area 1
  shutdown
 

Gi 0/0
198.18.1.254/24

Gi 0/1
198.18.2.254/24

SW2# show run int vlan 101
!
interface vlan 101
  ip address 192.18.101.254/24
  no shut
SW2# show run interface g1/0/24 
!
interface GigabitEthernet1/0/24
  ip address 192.18.2.126/25
  ip ospf 1 area 10
  no shutdown

Gi 1/0/24
198.18.2.253/24

Gi 1/0/24
198.18.1.253/24
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Where are the problems?

SW1 SW2

RTR1

Vl150

SW1# show vlan

vlan name
---------
100 research
150 data
300 compute

Gi 0/0
198.18.1.254/24

Gi 0/1
198.18.2.254/24

Gi 1/0/24
198.18.2.253/24

Gi 1/0/24
198.18.1.253/24

1.) Missing vlan 200

3.) Interface in the wrong area

Do I have all my VLANS?

Somethings wrong, I can’t 
reach the router

Can’t form an OSPF 
adjacency with SW2

RTR1# show ip route

C 192.18.1.254
C 192.18.2.254
O 192.18.100.0/24 [110/11] via 192.168.18.1.254

RTR1# show run interface g0/1
!
interface GigabitEthernet0/1
  ip address 192.18.2.254/24
  ip ospf 10 area 1
  shutdown
 

SW2# show run int vlan 101
!
interface vlan 101
  ip address 192.18.101.254/24
  no shut
SW2# show run interface g1/0/24 
!
interface GigabitEthernet1/0/24
  ip address 192.18.2.126/25
  ip ospf 1 area 10
  no shutdown

2.) Interface in shutdown state

4.) Wrong IP or subnet
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Find the missing route

Missing 2 subnets

5 4 3 2 1
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Learn network state and compare 

SW1 SW2

Gi 0/0
198.18.1.254/24

Gi 0/1
198.18.2.254/24

Gi 1/0/24
198.18.2.253/24

Gi 1/0/24
198.18.1.253/24

Learn details about how the network operates at a point 
in time

• VLANs

• Interface configuration and state

• Route Tables

• Routing protocols and process details

Compare changes in state from one period to the next

• Do all VLANs exist?

• Did an interface change?

• Did I lose a route?

• Did something in the process or protocol change?



© 2025 Cisco and/or its affiliates. All rights reserved.

Networking testing gets you faster resolution

Route Table
Changes

Caused by a disabled interface
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Packet Capture
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Data types 

Unstructured CLI data Structured JSON data Structured XML data
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Structured data is more efficient to use…

JSON

XML

CLI
As good as it gets without 
additional text manipulation

Both XML and JSON outputs can be further parsed for specific values
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and we can do more with the data



AI in networking
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“AI is not a tool.  AI is a worker, using a 
tool

Jensen Huang @ NVIDIA GTC DC 2025 Keynote
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Some of the AI workers available commercially
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From assistants to agents

Agentic AI

• Has some level of autonomy to act on tasks, within specific 
guardrails, using provided or available tools.

• For IT, networking, security can help manage increasing alert 
fatigue.

Prompting still matters; agent scope is critical.

• Defining things like role, process, or how it should output data.

• Sets boundaries on the agent.  Limits risk, set guardrails, protects 
against failure/surprising activity.  

Model awareness

• Know what a model can and can’t do reliably from a domain 
capabilities standpoint.
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Agentic Automation

AI needs the right tools to do the job

• Netmiko, NAPALM, pyATS, Ansible allow agents to interact with 
network devices, learn state, and make changes.

• MCP (Model Context Protocol) is becoming the connective tissue 
between models and our tools, data, and devices.

Agentic workflows bring new challenges

• Once an agent can call APIs and push config, its tool access becomes 
an attack surface.

• Scope agents with least privilege, gate changes behind approval, and 
log every tool call.
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Where AI helps in networking today

Use it as a 
troubleshooting 

aid

Allowing agents to 
operate devices 

(within specified 
guardrails)

Use it to help you 
understand 

configurations

Use it to learn 
networking

(or anything IT 
related)
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Use it to learn networking
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Learn concepts, and identify areas to deep dive.
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As a troubleshooting aid
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Understanding Configurations



How is AI going to change things?
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Where is this going?

Health, status, and
state data collected

Incident in the 
network

1

2 Alert detected 3

4
Impacts identified

5
Resolution determined. 
Automation, pipeline, or

AI executes fix
6

Closed loop automation - Root Cause Analysis and closed loop fix

Event correlation from telemetry, other 
infrastructure, state data.
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Securing Infrastructure

The capability is real, not hypothetical

• Anthropic’s Mythos is changing the cybersecurity landscape

• Chained together vulnerabilities to exploit a browser.
https://www.anthropic.com/research/mythos-
preview?utm_source=tldrai

• Researcher used Claude Opus 4.6 and found a 23-year-old 
bug in Linux Kernel

• https://www.redhat.com/en/blog/navigating-mythos-haunted-
world-platform-security

What it means for us

• Attackers get the same capability.  AI reduces the barrier to 
entry to creating attacks on IT infrastructure.

• Network and server infrastructure will have more frequent 
patching.

https://www.anthropic.com/research/mythos-preview?utm_source=tldrai
https://www.anthropic.com/research/mythos-preview?utm_source=tldrai
https://www.anthropic.com/research/mythos-preview?utm_source=tldrai


Final thoughts
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Useful resources

• Cisco Modeling Labs Free Tier!

• https://software.cisco.com/download/home/286193282/type/286326381/release/CML-Free

• Cisco Live – On Demand Library

• https://www.ciscolive.com/on-demand/on-demand-library.html

• Cisco U. – Occasional free RevUp to ReCert content

• https://u.cisco.com

• Current RevUp to ReCert material: Designing Cisco Security Infrastructure (41 CEs), thru July 13th 2026!

• Cisco Developer (formerly DevNet)

• https://developer.cisco.com

https://software.cisco.com/download/home/286193282/type/286326381/release/CML-Free
https://software.cisco.com/download/home/286193282/type/286326381/release/CML-Free
https://software.cisco.com/download/home/286193282/type/286326381/release/CML-Free
https://software.cisco.com/download/home/286193282/type/286326381/release/CML-Free
https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
https://u.cisco.com/
https://u.cisco.com/
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Keep in touch

LinkedIn

• https://www.linkedin.com/in/matt-leuschner/

Twitter/X

• https://x.com/rogue_router

YouTube

• https://www.youtube.com/@stayfresh_networks

Email

• mleuschn@cisco.com

https://www.linkedin.com/in/matt-leuschner/
https://www.linkedin.com/in/matt-leuschner/
https://www.linkedin.com/in/matt-leuschner/
https://www.linkedin.com/in/matt-leuschner/
https://x.com/rogue_router
https://x.com/rogue_router
https://www.youtube.com/@stayfresh_networks
https://www.youtube.com/@stayfresh_networks
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