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Agenda

• Overview of Presentation Goals: Stimulate Thought and Define Areas for Further Research

• Defining Supply Chain Resiliency, Security, Agility & Sustainability

• Developing and Maturing your Supply Chain Security Program

• Emerging Topic: Using Blockchain Security in your Supply Chain

• Emerging Topic: Leveraging the Power of a Software Bill of Materials (SBoM)

• Emerging Topic: Understanding the Google SLSA (pronounced “salsa”) Model

• Technical Supply Chain Security Concerns via Examples: Automotive Software (As-Is and Emerging 

Driverless Cars); Medical Technology; Traditional IT Infrastructure vs WFH/WFA IT Infrastructure; 

Ubiquitous IoT / IoE

• Technical Overview: Preventing Counterfeit Components within your Manufacturing Supply Chain

• Understanding Your Supply Chain Dependencies: How Cyber Attacks Directed Against Logistics 

and Fuel Suppliers Can Massively Disrupt your Operations: 
• Example #1: Maersk

• Example #2: FedEx

• Example #3: Colonial Pipeline (Deep Dive on What Happened)

• Conclusion/Questions



Supply Chain:
Resiliency, Security, Agility & Sustainability

Sources: https://www.whitehouse.gov/briefing-room/presidential-actions/2021/02/24/executive-order-on-americas-supply-chains/

https://csrc.nist.gov/Projects/cyber-supply-chain-risk-management/publications  



Developing & Maturing Your Supply 
Chain Security Program

A strong product supply chain supplier 

base (including ODMs, OEMs, component 

manufacturers, BIOS and software 

providers) is critical to your success. 
• Develop a process for qualifying your core suppliers which 

includes formally evaluating them on a recurring cadence that you 

define

• Develop a process to thoroughly assess new suppliers

• Develop plans to adjust supply chains to minimize impact, to be 

able to work with your suppliers to rapidly identify and address 

issues

• Develop a strategy and process to replace suppliers if issues 

remain unresolved



Developing & Maturing Your Supply 
Chain Security Program (Continued)

Manage your supply chain risk through a documented and 
auditable supply chain security program. Focus on your 
suppliers of intelligent components, ODMs, OEMs, and 
repair service providers that could impact your 
downstream customers’ security.

• Proactively and continually reviews your sourcing requirements to 
ensure that you keep up with - and stay ahead of - trends and 
vulnerabilities as they arise in the technology marketplace.

• Set supplier security expectations. Have frank discussions that the 
increasingly complex nature of the modern global supply chain is 
optimized for cost reduction and speed of delivery. This creates an 
opportunity for malevolent actors to conduct sophisticated attacks. 
For example, manufacturing sabotage, counterfeit components and 
sub-components, transit fraud, and theft are areas that should be of 
great concern for you and your suppliers.



Developing & Maturing Your Supply 
Chain Security Program (Continued)

Work diligently to prevent counterfeit 

components from contaminating your 

Supply Chain. 
• Trace serial numbers or similar identifiers that are stamped or 

embedded during downstream manufacturing. 

• For software components, work closely with your software 

vendors to ensure that only accurate, non-counterfeit software is 

ever installed on your systems.

• Once loaded, software vendors should provide methods to 

ensure that installed software is correct and has not been 

counterfeited.



Emerging Topic: Using Blockchain 
Security in your Supply Chain

Blockchain-based technologies can simplify 

supply chain management by making 

everything more transparent. This can occur 

when blockchain is used to create a single 

source of information about products in a 

supply chain via a global ledger. To do so, 

each component has to have its own entry on 

the blockchain, which gets tracked over time. 

• Authorized companies can update the status of 

each component in real-time. 

• Highly Qualified Results: Once you receive your 
manufactured device, you can trace every 
component back to its manufacturer. 

Image Source: https://commons.wikimedia.org/wiki/File:Bitcoin_Block_Data.svg



Emerging Topic: Using Blockchain 
Security in your Supply Chain

Theoretically, you could potentially 
trace the supply chain all the way back 
to the mines where the raw materials 
originate from. 

Companies can use blockchain within 
their supply chain as a single source 
of truth to manage and monitor risks 
and to track delivery status of orders.

Likewise, companies can also manage 
and pay for supply chain components 
after each security test is completed.

Image Source: https://commons.wikimedia.org/wiki/File:Bitcoin_Block_Data.svg



Leveraging the Power of SBoM

Software Bill of 
Materials 
(SBoM)

CISA definition:

a “nested 
inventory” (a list 
of ingredients) 
that make up 
software 
components



Understanding the 
Google SLSA Model

The Google approach, known as Supply 

Chain Levels for Software Artifacts (SLSA, 

pronounced “salsa”), is an end-to-end 

framework for ensuring the integrity of 

software artifacts throughout the software 

supply chain. 
• It is inspired by Google’s internal “Binary Authorization 

for Borg” which has been in use for the past 8+ years 

and is mandatory for all of Google's production 

workloads. 

• The goal of SLSA is to improve the state of the industry, 

particularly open source, to defend against the most 

pressing integrity threats. 

• With SLSA, consumers can make informed choices 

about the security posture of the software they 

consume. In short, SLSA helps to protect against 

common supply chain attacks. 

Sources: https://security.googleblog.com/2021/06/introducing-slsa-end-to-end-framework.html

https://www.youtube.com/watch?v=Dg-hD4HHKT8



Technical Supply Chain Security 
Concerns: Real-World Examples

• Automotive Software
• As-Is

• Emerging Driverless Cars

• Example: TPISR (3rd Party Information Security Requirements) 
from the Auto Industry Action Group (AIAG)

• Medical Technology
• On-Premise (Hospital Equipment)

• Patient Embedded

• Traditional IT Infrastructure vs WFH/WFA IT 
Infrastructure

• Similarities

• Differences

• Ubiquitous IoT and IoE



Preventing Counterfeit 
Components within your 
Manufacturing Supply Chain

Source: https://www.intel.com/content/dam/www/public/us/en/documents/white-papers/next-security-frontier-intel-and-goldman-sachs.pdf



Preventing Counterfeit Components within 
your Manufacturing Supply Chain

Goal: Verify genuine device 
hardware & software 
configs upon receipt of 
manufactured devices 
and/or platforms
• Enables component-level traceability

• Mitigates risk of counterfeit electronic parts

• Facilitates compliance

Provide executive staff, 
auditors, partners, and/or 
customers with detailed 
reports on:
• Downstream Manufacturers

• Part Numbers

• Batch Numbers

• Distributors

Auto Verify Tools: Used by premier suppliers to identify system changes from the time of 

manufacturing to the time of first boot



Preventing Counterfeit Components within 
your Manufacturing Supply Chain (Continued)

System Level Traceability: Signed 

platform certificates linked to discrete 

TPM on motherboard

Component Level Traceability: "As 

Built" report signed by manufacturer

Statement of Conformance: Attests 

to authenticity of system, signed by 

manufacturer

System Level Traceability: 

Customer access to signed files 

verifying integrity



How Cyber Attacks Directed Against Logistics & Fuel 
Suppliers Can Massively Disrupt Your Operations

• Maersk Integrated Container Logistics & 
Supply Chain Services:

- 2017: NotPetya Cyber Attack

• FedEx Transport Company
- 2017: NotPetya Cyber Attack

• Colonial Pipeline
- 2021: Ransomware (“Darkside” Content Delivery 
Network [CDN]) Cyber Attack



Summary & Questions
Increasingly, large enterprise customers are requiring Original Design Manufacturers (ODMs) 

and/or Original Equipment Manufacturers (OEM) to show demonstrable proof that they have a 

secure supply chain. These manufacturers must prove, through controlled, documented, and 

audited means, that their supply chain ecosystem is secure throughout the product development 

lifecycle (pre-manufacturing through product end-of-life.) 

This legitimate concern is based on the growing threat posed by second hand or counterfeit 

computing device components. 

Disruptions in supply chains and the possible introduction of counterfeit components can increase 

risks to the proper functioning and overall reliability of electronic devices. Even worse, such 

contaminated platforms may include malware that could potentially lead to data theft or other types 

of system compromise. 

To prevent this, organizations should only partner with technology vendors that provide verifiable 

proof that their products are free of second hand or counterfeit components. 

To do so, a manufacturer should be able to trace serial numbers or similar identifiers that are 

stamped or embedded on hardware during downstream manufacturing. For software components, 

these manufacturers should work with their software vendors to ensure that only accurate, non-

counterfeit software is ever installed on their products.

Image source: https://commons.wikimedia.org/wiki/File:The_Thinker_by_Auguste_Rodin,_Grand_Palais,_Paris_13_July_2017.jpg
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Back-Up Slides: 

Technical Overview of the 

Cyber-Attack on the Colonial 

Pipeline 
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Colonial Pipeline:

A Ransomware Attack that 
Led to Massive, Cascading, 
International 
Supply Chain 
Disruptions

Kevin McPeak CISSP ITILv3

@kevin_mcpeak

linkedin.com/in/kevinmcpeak



2021 Lenovo Internal. All rights reserved.

Colonial Pipeline Cyber Attack

The Colonial Pipeline is:

• the largest pipeline system for refined oil 
products in the U.S. 

• 5,500 miles (8,850 km) long

• capable of carrying 3 million barrels of 
fuel per day between Texas and New 
York.

• operated by Colonial Pipeline Company, 
which is headquartered in Alpharetta, GA

In the wake of September 11, Colonial Pipeline increased security at each of its facilities and created a comprehensive 

security plan. This was later recognized by the Federal Government as a model for the pipeline industry.
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Colonial Pipeline Cyber Attack

Colonial Pipeline:

• Founded in 1961 and construction of the 
pipeline began in 1962. 

• Consists of more than 5,500 mi (8,900 km) 
of pipeline, originating at Houston & 
terminating at the Port of NY & NJ.

• The pipeline travels through the coastal 
states of TX, LA, MS, AL, GA, SC, NC, VA, 
MD, DE, PA, & NJ. 

• Branches from the main pipeline also 
reach TN.

• The pipeline delivers a daily average of 100×106 (100,000,000) US gallons (3.8×108 L) of 
gasoline, home heating oil, aviation fuel & other refined petroleum products to communities & 
businesses throughout the South and Eastern United States.

Image source: Energy Information Administration - Colonial Pipeline Disruption U.S. East Coast, Public Domain, 

https://commons.wikimedia.org/w/index.php?curid=85282933 
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Colonial Pipeline Cyber Attack

Colonial Pipeline:

• The main lines are 40 inches & 36 inches in 
(inner) diameter, with one primarily devoted 
to gasoline and the other carrying distillate 
products such as jet fuel, diesel fuel, and 
home heating oil.

• The pipeline connects directly to major 
airports along the system. 

• 15 associated tank farms store more than 
1.2×109 US gallons of fuel and provide a 45-
day supply for local communities.

• Products move through the main lines at a 
rate of about 3 to 5 miles per hour.

• It generally takes from 14 to 24 days for a batch to get from Houston to the New York harbor, 
with 18.5 days the average time.
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Colonial Pipeline Cyber Attack

Colonial Pipeline Ownership:

• Koch Industries (a.k.a. Koch Capital Investments Company 
LLC, 28.09% stake ownership)

• South Korea's National Pension Service and Kohlberg Kravis 
Roberts (a.k.a. Keats Pipeline Investors LP, 23.44% stake 
ownership)

• Caisse de dépôt et placement du Québec (16.55% stake 
ownership via CDPQ Colonial Partners LP, acquired in 2011)

• Royal Dutch Shell (a.k.a. Shell Pipeline Company LP, 16.12% 
stake ownership)

• IFM Investors (a.k.a. IFM (US) Colonial Pipeline 2 LLC, 15.80% 
stake ownership, acquired in 2007)
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Colonial Pipeline Cyber Attack

Colonial Pipeline Innovations:

• 1978 - Colonial Pipeline became the first 
company to equip gasoline storage tanks with 
geodesic domes.

• 1985 - Colonial Pipeline began use of caliper and 
magnetic pigs to detect anomalies in the lines.

• 1994 - following a historic flood that ruptured a 
number of pipelines at the San Jacinto River 
near Houston,  Colonial Pipeline directionally 
drilled 30 feet beneath the river and floodplain to 
install two new 3,100-foot permanent pipelines.

Image source: https://upload.wikimedia.org/wikipedia/commons/f/f9/Hart_visits_Colonial_Pipeline_Dorsey_Junction_Facility.jpg 

Attribution: National Transportation Safety Board, Public domain, via Wikimedia Commons]
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Colonial Pipeline Cyber Attack

Colonial Pipeline 2021: 
May 7 Malware Attack

• The attack focused on Colonial Pipeline’s 
payment system – therefore, the pipeline 
was proactively shut down on May 9. 

• Approximately 12,000 gas stations were 
directly affected by the shutdown.

• Operations were restored on May 13.

• The shutdown led to temporary fuel 
shortages along the East Coast.

• The attack on the Colonial Pipeline has been attributed to “DarkSide,” a relatively new (at that 
time) ransomware family that emerged on the crimeware market in November 2020.
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Colonial Pipeline Cyber Attack

DarkSide:

• DarkSide launched as a RaaS (Ransomware-as-
a-Service)

• Stated goal of only targeting ‘large 
corporations’ 

• Primarily focused on recruiting Russian (CIS) 
affiliates

• Very skeptical of partnerships or interactions 
outside of that region

• From the onset, DarkSide was focused on 
choosing the ‘right’ targets and identifying their 
most valuable data. This speaks to their 
efficiency and discernment when choosing 
where to focus their efforts. 

• DarkSide claims to not attack medical, 
educational, non-profit, or government sectors.

25
Source: https://www.sentinelone.com/blog/meet-darkside-and-their-ransomware-sentinelone-customers-protected/
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Colonial Pipeline Cyber Attack

DarkSide:

• At the time of launch, the 
features offered by DarkSide 
were fairly standard.

• They emphasized their speed of 
encryption & a wealth of options 
for dealing with anything that 
may inhibit the encryption 
process (i.e., security software). 

• They also advertised a Linux 
variant with comparable features. 

• Following in the footsteps of 
recently successful ransomware 
families like Maze and Cl0p, 
DarkSide established a victim 
data leaks blog as further 
leverage to encourage ransom 
payouts.

26
Source: https://www.sentinelone.com/blog/meet-darkside-and-their-ransomware-sentinelone-customers-protected/

A Well-Organized Affiliate Network: 

Hopeful affiliates are subject to DarkSide’s rigorous vetting process, which 

examines the candidate’s ‘work history,’ areas of expertise, and past profits 

among other things. To get started, affiliates were required to deposit 20 

BTC (at the time, that amounted to around $300,000 USD).
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Colonial Pipeline Cyber Attack

DarkSide CDN:

• Over the following months, DarkSide continued to improve 
its services, while also expanding its affiliate network. 

• By late November 2020, DarkSide launched a more 
advanced Content Delivery Network (CDN) that allowed 
their operators to more efficiently store and distribute 
stolen victim data. 

• Many of their high-value targets found themselves listed 
on the victim blog, including a number of financial, 
accounting, and legal firms, as well as technology 
companies.

• Initial access can take many forms depending on the 
affiliate involved, their needs, and timeline.

27
Source: https://www.sentinelone.com/blog/meet-darkside-and-their-ransomware-sentinelone-customers-protected/

• A majority of the campaigns observed were initiated only after the enterprise had been thoroughly scouted 
via Cobalt Strike beacon infections. 

• After the initial reconnaissance phase, the operators would deploy the DarkSide ransomware wherever it 
would cause the greatest disruption.
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Colonial Pipeline Cyber Attack

DarkSide 2.0 Technical Capabilities:

28
Source: https://www.sentinelone.com/blog/meet-darkside-and-their-ransomware-sentinelone-customers-protected/

By March, DarkSide announced the launch of the 
new & improved DarkSide 2.0. The new iteration 
included many improvements for Windows and 
Linux variants & was no longer subject to a 
decryption tool that had been developed by 
Bitdefender. DarkSide 2.0 reportedly encrypts 
data on disk twice as fast as the original. 

Other updated features included:

• Expanded multi-processor support (parallel/simultaneous 
encryption across volumes)

• EXE and DLL-based payloads

• Updated SALSA20+RSA1024 implementation with 
“proprietary acceleration”

• New operating modes (Fast / Full / Auto)

• 19 total build settings

• Active account impersonation

• Active Directory support (discovery and traversal)

• New CMD-line parameter support

On the Linux side, DarkSide 2.0 offered the 
following updates:

• Updated multithreading support

• Updated CHACHA20 + RSA 4096 
implementation

2 new operating modes (Fast / Space)

14 Total build settings

Support for all major ESXi versions

NAS support (Synology, OMV)

Along with this expanded feature set, researchers 
have seen a shift in the deployment of the 
DarkSide ransomware, from standard packers like 
VMProtect and UPX to a custom packer internally 
referred to as ‘encryptor2.’
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Colonial Pipeline Cyber Attack

DarkSide – A Growing Threat:

• With the release of DarkSide 2.0, the group has 
continued to increase its footprint in the 
Ransomware landscape. 

• Along with their territorial expansion throughout 
2021, DarkSide also increased their ‘pressure 
campaigns’ on victims to include DDoS attacks 
along with the threat of data leakage.

• DarkSide is able to invoke L3/L7 DDoS attacks if 
their victims choose to resist ‘cooperation.’

• More recently, DarkSide operators have been 
attempting to attract more expertise around 
assessing data and network value, along with 
seeking others to provide existing access or newer 
methods of initial access.

• These efforts are meant to make operations more 
streamlined and increase efficiency.

29
Source: https://www.sentinelone.com/blog/meet-darkside-and-their-ransomware-sentinelone-customers-protected/
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Colonial Pipeline Cyber Attack

Lessons Learned:

• The Colonial Pipeline attack is only the latest in a slew of 
increasingly daring ransomware attacks. DHS Secretary 
Alejandro Mayorkas stated that ransomware attacks cost 
victims a combined $350 million in 2020.

• The absolute best defense against a severe ransomware 
attack (and the nightmare that follows) is preparation and 
prevention. 

• Technology is a huge part of that, but one must not 
discount user hygiene and education. 

• It is vital to keep end users up to date on what threats are 
out there and how to spot them. 

• Vigilant users, along with robust preventative controls are 
key. 

• Business continuity planning and disaster recovery drills 
are not fun, but they are critical and necessary to ensure 
readiness and resilience against these threats.

30

Sources: https://www.sentinelone.com/blog/meet-darkside-and-their-ransomware-sentinelone-customers-protected/

https://www.mondaq.com/unitedstates/trials-appeals-compensation/1072236/owners-of-colonial-pipeline-hit-with-class-

action-regarding-allegedly-deficient-cybersecurity-following-hack-showing-all-data-breaches-carry-litigation-risk

https://www.wsj.com/articles/colonial-pipeline-ceo-tells-why-he-paid-hackers-a-4-4-million-ransom-11621435636


