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Balancing Resilience with Business Execution
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Source: Accenture's fourth annual State of Cyber Resilience report
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The Risk Takers
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The Business Blockers



About Lyndon

• Started my career looking for weaknesses in security products. #easymoney

• Last 20 years helping government agencies, enterprises solve their biggest 
cyber security challenges.

• Variety of leadership roles

• FireEye/ Mandiant (Acquired by Google)

• Endgame (Acquired by Elastic)

• MITRE

• Board positions including: 

• National Retail Federation (NRF)

• National Security Institute (NSI)

• University of Maryland Electrical and Computer Engineering Department
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What Is a Risk-Based Approach?
• Simply put, an approach to cybersecurity that assumes: 

• Cyber Risk Reduction is the guiding principle

• Risks are not created equal; Cyber Risk comes in the form of business 
impact, revenue/mission impact, regulatory compliance impact, and 
more and more, cyber can introduce risk to human health and even death

• All assets are not of equal value

• That no one can ever afford to eliminate all risk, therefore prioritization 
leveraging Cyber Risk Reduction as a compass is key 

• Security is not done in a silo; it’s done with full business context
• It isn’t a business blocker – it’s a business enabler
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Or...
Consider today’s threats, tomorrow’s probabilities, and take a fresh look 
at your security program through the lens of a risk-based approach.
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“Through the application of a risk-based approach, 
organizations can expect to create measurable 
efficiency gains in threat detection and increase 

their ability to respond to threats in a timely 
manner. This method aims to redirect efforts to 

where they matter most, by focusing on probable 
points of entry while prioritizing critical assets.”

3 Ways to Apply a Risk-Based Approach to 
Threat Detection, Investigation and Response
Jonathan Nunez, Pete Shoard, Al Price
November 16, 2022 



Why is this essential now?
• New cyber insurance requirements and ongoing 

reporting/validation 

• New regulations from industry, federal and state government 
agencies to comply with 

• An increase in sophisticated threats resulting from geopolitical 
tensions

• Technology and/or staffing challenges from budget cuts 

• The need to enforce stringent security requirements on your 
vendors & supply chain 

• More…
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START ON THE PATH TO A 
RISK-BASED APPROACH
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The Concept of Risk Tolerance

• An integrated, enterprise risk analysis should 
dictate the level of control and commensurate 
spend

• The level of “tolerance” becomes management’s 
definition of risk acceptance following the 
analysis

• The results of the risk analysis provide greater 
precision to develop safeguards and processes

• Even the slim range depicted here influences the 
austerity of those safeguards and processes
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Ultimately, How Much “Security” is Required for the Organization?
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But inevitably matters 

We can prevent or avoid risk 
visualized through analysis, 
experience, and lessons 
learned…

…as doing so prepares us to 
maneuver with speed and 
precision to avert disaster

Plan to 
avoid

Prepare to 
Respond

The Concept of Risk Tolerance
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Next Steps

• Evaluate risk in the context of your whole business

• Engage business leaders across your organization in the 
discussion of cybersecurity requirements
• Security Committee

• Update your asset inventory, threat detection and investigation 
processes and security reporting metrics accordingly

• If you don’t have the team, technology, budget or time to do a 
thorough risk assessment, bring in a security services provider 
to help you
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Is this worth it?
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• Stop 3X the attacks outright

• Find more than half of incidents within 1 day

• Reduce impactful breaches from 76% to 28%

Source: Accenture's fourth annual State of Cyber Resilience report
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But Most Organizations Won’t Because They …

❏ Don’t have a way to understand their risk profile

❏ Lack security talent

❏ Lack effective security technology

❏ Have limited budgets

❏ Have limited time



Customer Pain Points
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▪ Industry-specific 
compliance requirements.

▪ Complex digital regulatory 
requirements for data, 
privacy, and breaches.

▪ Inability to dynamically 
mitigate compliance risk.

▪ Limited funding for security 
operations to focus on 
large security strategy.

▪ SIEM and other security 
tools are labor-intensive.

▪ Difficulty attracting and 
retaining security talent.

▪ Not enough time to cover 
the basics.

▪ Struggling to keep up with 
the latest threats and 
attack vectors.

▪ Too many alerts (from too 
many tools) to review and 
investigate.

▪ Failed MSSP/SIEM 
initiatives.

▪ Limited ability to 
proactively hunt for 
threats.

Reactive Response Insufficient Resources Evolving Regulations
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Evaluating MDR Vendors

Technology Stack
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Fits With Your Policies

Monitor On-Premises and Cloud Assets

Custom Reporting

Real-Time Alerts Backed by Human Intelligence

Incident Response and Remediation

Experience with Your Industry
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Comparing Your Options
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2022

Pondurance is Recognized by Industry Analysts
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▪ Experience within technology, manufacturing, 
hospitality, and other industries.

▪ Focused experience across healthcare, retail, and 
government contractors.

▪ Integrated adviser and personalized approach.

▪ Continual cyber risk reduction methodology that 
enables measurable risk reduction.

▪ Passionate commitment to making continual cyber 
risk reduction accessible to all.

5X
Better 

Protection

99%
Customer 
Retention

70%
Customer 

Referrals and 
Expansion

Proven Experience Across Verticals
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A PERSONALIZED SECURITY PARTNERSHIP

MDR Services That Grow With You

Holistic Approach

▪ 360-degree detection and 
response across endpoint, 
network, logs, and cloud.

▪ Tailored to unique needs and 
critical assets with relevant 
monitoring.

▪ Outcomes, not alert 
management.

Dedicated Team Risk & Compliance Experience

▪ Eyes-on-glass monitoring that 
complements existing team and 
understands your environment.

▪ Rapid time to value (TTV), 
leveraging existing investments.

▪ Collaboration and full 
transparency to accelerate 
learning and drive accountability.

▪ HIPAA, PCI DSS, FERPA, NERC 
CIP, NIST 800-53, ISO 27001/2, 
CMMC, NIST 800-71.

▪ Integrated services for 
Vulnerability Management 
Program and Penetration Testing.

▪ Closed-loop incident response, 
forensics, and risk mitigation.

Customer Requirements



Thank You! 

23

Connect with Mark on LinkedIn



QUESTIONS?
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About Pondurance
Pondurance delivers world-class MDR services to industries facing today’s most 

pressing and dynamic cybersecurity challenges including ransomware, complex 

compliance requirements, and digital transformation accelerated by a distributed 

workforce. By combining our advanced platform with our experienced team of analysts, we 

continuously hunt, investigate, validate, and contain threats so your own team can focus 

on what matters most.

Pondurance experts include seasoned security operations analysts, digital forensics and 

incident response professionals, and compliance and security strategists who provide 

always-on services to customers seeking broader visibility, faster response and 

containment, and more unified risk management for their organizations. 

Visit www.pondurance.com for more information.

pondurance.com 500 N. Meridian St., STE. 500  

Indianapolis, IN 46204
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