CSl: Cyber

Truth or Fiction? Or somewhere in between?



Fair Use Disclaimer

The views and opinions expressed in this presentation are those of the speaker.

There may content in this presentation that contain copyrighted material and the speaker does not contain
any right over them.

All the images and graphics used in the video belong to their respective copyright holder.
Copyright Disclaimer under section 107 of the Copyright Act of 1976, allowance is made for “fair use” for
purposes such as criticism, comment, news reporting, teaching, scholarship, education and research. Fair

use is a use permitted by copyright statute that might otherwise be infringing.

This presentation is for entertainment purposes only.
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Rebecca Ford

Cyber Threat Intelligence analyst

Former Department of Defense contractor
North Korea Cyber SME

Mentor transitioning veterans AND spouses

Twitter: @cybersquarepeg
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oryline: OPM Hack
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Someone must
have hacked the
gov't servers







Knowns Unknowns

Someone has SF-86 forms Who?

o  Communication via email Motivations?
What devices were used?

Point of intrusion?
Action ltems:

\ Disconnect from the OPM network
\ Hunt down the perp

\ Start patching the vulnerability “\_(*/)_/"



We are going back a few
months monitoring “chatter”

from the big 4 countries £
‘ ' (V)" .

If we find out that a foreign
adversary is involved, Congress |
will consider their actions an

act of war. \_(V/)_/"




“This is Snowden

all over again.”
-uh, no.




“DHS is ready to help”

“Director, we got this”



EXTRACTING CELLULAR HARD DRIVE
Status: CONNECTED
Size: 13.54 GB Extraction: All files extracted
Contains : 9432 Files

CONNECTED: TRANSFERRING ALL DATA

DOWNLOAD COMPLETE

COM PORTS DISABLED 345D21 - AK3F49 MEMORY RANGE BW®

MARD DRIVE ID® 19838-302998 l CPU IDR S298X8729-9398-0080183/
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Sender: achillesO6@fasttapemail.com
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@colossallinks.net

Subject: Office of Personnel Management

Attachment: Each got a copy of their own SF-86




Get the name and
address from the ISP

IP TRACE RESULTS:
The hack is NOT IP Address: 139.51.2b7-181

Internet Service Provider: CARLEFTRE CANFNUNICATIONS
SOph|St|Cated, but gOOd E::;I:. Address: :3;87.?&10ﬁi%gﬁgg:NECTINGUSNOU-COI"I
enough to evade IDS Account Number: 8558300420379030
Services: INTERNET- PREMIUM TV
-\_ \\/ - Billing Address: 3098 HARDY AVENUE- ARLINGTON. VA 22210
( )—/ Contact Number: (703) 555-0194







GotSearchWarrant?
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Jake (aka Achilles) meets Wizard
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We can use an

app that makes

wireless signals
visible




Found it!




This happened on
your watch, and you
are responsible for

this breach!!!

Protection measures

A __a were denied due to your
DHS Director

budget restrictions



Check out

this hacker forum. " - wr
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I’'m on the OPM website.

The vulnerability has been
patched.




Jake must have patched the
vuln AFTER he sent the
emails

(Fri)23:34:18 No.32901817
f ~Ted lhi' i

L = o S —

walere (Fri)23:35:42 wo. 52902481

L Ty —
- —

Frij23: 3701 No. 52902542



P g

T

| got a tip:

Wizard
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Who says he’d get caught? ﬁ
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Wizard/15 (Sat )23.4517 No. 429¢
You’'re getting lots of
attention. .

Let’s take this
rsation @Ffline;

hacker F fex > Discussions Governmean'



wizard 715@fastappsmail.com

Phone#

Got a location on the cellphone

»



Meanwhile, back at the gym



Jake hands over the hard drive to Wizard -
they are going to turn it in
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Echo has other plans: sell the hard drive
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Hullo... this is Vlad

Somebody brokered a
deal to sell the OPM
documents to Russia
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JAKE HAZELTON JEFFREY STEVENS. axa ECHO GERALD FENWICK. axa WIZARD
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Wizard’s Laptop -

e Print must mai _
e Human skin %
e An active pulse









CELLULAR ACTIVITY DETECTED

CELL ID: JAKEH
EIN: HEﬁEHD'ﬂBBHHSﬁHD‘I










Gone looking for Jake

yi

. &‘i




" RALE
2TLTOR T
ol FOME

-—I-
-

_l;'h!f-".:i;_' =
TERNET CAFE (8

Link8101 IN




)
3
)
3
-




Jake this is the FBI —
you aren’t in any
trouble — tell us where

you are







We hear
gunshots!




DC has a gunshot
locator system!
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| need authorization
to access the
gunshot system

Hack it if you
have to!
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He’s covered under
the Vulnerability

What happens Disclosure Program

to Jake?
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The Young Apprentice Program

Requirements:

* Think outside the box

* Mad hacking skills

* Write code with your eyes closed

_-‘l_“
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* Humor

* This show is for everyone

* Realistic expectations

e Learned new technologies — (e.g. Wigle and ShotSpotter)
* Teamwork

e Redemption



Thank you.
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