
CSI: Cyber
Truth or Fiction? Or somewhere in between?
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Agenda
• Who am I?

• CSI Cyber: Background and Cast

• Storyline: OPM Hack

• Wrap it up



Intro
Rebecca Ford

Cyber Threat Intelligence analyst

Former Department of Defense contractor 

North Korea Cyber SME

Mentor transitioning veterans AND spouses

Twitter: @cybersquarepeg





Cast of Characters

Avery 
Ryan

Simon

Dr. Avery Ryan
Deputy Director, FBI

Elijah Mundo

DB Russell

Daniel 
Krumitz

Brody 
“BowWow”
Nelson

Raven 
Ramirez



Storyline: OPM Hack

• April 2015
• Affected 21.5 million Americans
• SF-86 records
• Attributed to Chinese nation-state actors



Someone must 
have hacked the 

gov’t servers





Unknowns

Who?

Motivations?

What devices were used?

Point of intrusion?

Knowns

Someone has SF-86 forms

Communication via email

Action Items:

√ Disconnect from the OPM network

√ Hunt down the perp

√ Start patching the vulnerability  ¯\_(ツ)_/¯



¯\_(ツ)_/¯

We are going back a few 
months monitoring “chatter” 

from the big 4 countries
¯\_(ツ)_/¯

If we find out that a foreign 
adversary is involved, Congress 

will consider their actions an 
act of war. ¯\_(ツ)_/¯



“This is Snowden 
all over again.”

-uh, no.



“DHS is ready to help”  

“Director, we got this”  





Sender: achilles06@fasttapemail.com

To: each person domains: @connectingusnow.com, 
@colossallinks.net

Subject: Office of Personnel Management 

Attachment: Each got a copy of their own SF-86

@connectingusnow.com -> redirects to -> paramount.com



¯\_(ツ)_/¯
Get the name and 
address from the ISP 

¯\_(ツ)_/¯

The hack is NOT 
sophisticated, but good 
enough to evade IDS



S
W
A
T



#GotSearchWarrant?



How long would it really take?

13.54 GB data
Download speed: 1 Gbps

1 hr. 44 min.



Jake (aka Achilles) meets Wizard

Echo





JAKE IS THE HACKER!!!!!!!!



:





We can use an 
app that makes 
wireless signals 

visible



Found it!



DHS Director

This happened on 
your watch, and you 
are responsible for 

this breach!!!

Protection measures 
were denied due to your 

budget restrictions





I’m on the OPM website.

The vulnerability has been 
patched.



Jake must have patched the 
vuln AFTER he sent the 

emails 



I got a tip:

Wizard



Found him!



wizard715@fastappsmail.com 

Phone# 

Got a location on the cellphone



Meanwhile, back at the gym



Jake hands over the hard drive to Wizard -
they are going to turn it in

Echo has other plans: sell the hard drive



S
W
A
T









Hullo… this is Vlad

Somebody brokered a 
deal to sell the OPM 
documents to Russia





Wizard’s Laptop – Biometric Access

• Print must match
• Human skin
• An active pulse 





Can we zoom in and 
see who he is 

texting?No! Too far away!









Gone looking for Jake







Jake this is the FBI –
you aren’t in any 

trouble – tell us where 
you are





We hear 
gunshots!



DC has a gunshot 
locator system!



I need authorization 
to access the 

gunshot system

Hack it if you 
have to!



I need authorization 
to access the 

gunshot system



S
W
A
T





What happens 
to Jake?

He’s covered under 
the Vulnerability 
Disclosure Program

¯\_(ツ)_/¯



The Young Apprentice Program

Requirements:
• Think outside the box
• Mad hacking skills
• Write code with your eyes closed



Takeaways
• Humor

• This show is for everyone

• Realistic expectations 

• Learned new technologies – (e.g. Wigle and ShotSpotter)

• Teamwork

• Redemption



Thank you.
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