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SETH Luccl

— SENIOR SECURITY CONSULTANT,
GOVERNANCE, RISK, COMPLIANCE
SERVICES (GRC) FOR GUIDEPOINT
SECURITY

— PREVIOUSLY GOVERNMENT
CONTRACTOR FOR THE OFFICE OF THE
CHIEF INFORMATION OFFICER, NATO

— EXTENSIVE BACKGROUND IN ALL
THINGS GRC
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i LEADING SECURITY INNOVATION
1023119 \ GUIDEPOINT SECURITY PROVIDES
SECURITY TECHNOLOGY CUSTOMIZED, INNOVATIVE AND
VALUABLE INFORMATION SECURITY
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WHAT THIS TALK IS NOT
ABOUT

How TO MAXIMIZE YOUR

FREQUENT TRAVELER POINTS

3-S5 AIRWAYS

5 3
UNITED
Mileage Plus
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P, WHAT THIS TALK IS NOT
Sindoromt ABOUT

HOwW TO DEAL WITH
INCONSIDERATE TRAVE RS.

SOURCE: @PASSENGERSHAME



P WHAT THIS TALK IS NOT
ABOUT

CLEAR UP CONSULTANT LIFESTYLE
MISCONCEPTIONS

"

What my friends think | do What | actually do
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e WHAT ARE WE HERE TO TALK
Sindoroint ABOUT?

* THREE KEY OBSERVATIONS:  cAwm

GET BACK
— GETTING BACK TO THE BASICS TOBASICS

— INFOSEC PRESSURES

— CHANGING LANDSCAPE



https://youtu.be/61v39UdxzoE

GETTING BACK TO THE

el 2\
BASICS...
KEEP
CALM
GET BACK

TO BASICS



JUST THE BASICS...
VULNERABILITY

MANAGEMENT
— ZERO DAY’S AREN’T

NECESSARILY YOUR BIGGEST

\
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ISSUE
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VS.




JUST THE BASICS...
VULNERABILITY
MANAGEMENT

99,9

OF THE EXPLOITED
VULNERABILITIES

\
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WERE COMPROMISED
MORE THAN A YEAR
AFTERTHE CVE

WAS PUBLISHED.

SOURCE: 2016
VERIZON DBIR
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JUST THE BASICS...
VULNERABILITY

Figure 13.

. . . \ . . Closure rate of CVEs by CVE
2018 13 il 09 or 05 03 '™ 99 ar publication date.

Year remediated vulnerability was published

SOURCE: 2016 VERIZON DBIR



Pt JUST THE BASICS...
SECURE DEVELOPMENT

STARTS WITH SECURE CODE
TRAINING FOR DEVELOPERS
— STILL TERRIBLY LACKING
— NEED TO START WITH
OWASP ToP 10

— FIVE OF THE TOP 7 HAVE
BEEN THERE SINCE 2013!




JUST THE BASICS...
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SOURCE: OWASP.ORG

Differences between 2004 and 2007 Top 10|201.3 Top 10,201'7
AL - Injection AL~ Injection
| TR | T A2 - Broken Authentication and Session | A2 - Broken Authentication and Session
[A1 - Cross Site Scripting (X8S) [A4 - Cross Site Scripting (XSS) Management Management
{Z;.”.‘“:.‘;.:‘ ——— }“""m" — A3~ Cross-Site Scripting (XSS) A3 - Cross:Site Scripting
[A4-masouwe Dinst Objost Avkersnce A2~ Brokan Acoses Gonol (spbt n 2007 T1) A - Insecure Direct Object References Ad - Broken Access Control
| [
A5 - Cross Site Request Forgery (CSRF) (NEW)
[A8 - Inormaton Loskage and Improper Error Handiing [A7 - mproper Ero Handiing AS - Security Misconfiguration AS - Security Misconfiguration
{::::.:m,..c.w.;.;m::;.,.' — [[t :;’:1‘::1““"“"‘ e A6 - Sensitive Data Exposure A6 - Sensitive Data Exposure
[A9 - Insecure Communications (NEW) [Dlscussed under A10- Insecurs Configuraton Manag A7 - Missing Function Level Access Control | A7~ Insufficient Attack Protection
E:':_:: e {: e e e A8 - Cross-site Request Forgery (CSRF) A8 - Cross-site Request Forgery (CSRF)
[ewmoved in 20> [R5 - Butter Overtiows A9 - Using Components with Known|A9 - Using Components with Known
e }:‘,M'"W — Vulnerabiltes Vulnerabilities
SO i o OEURGIERESRSARATARAAT M0- Unyorected




) JUST THE BASICS...
SECURE DEVELOPMENT

ORGANIZATIONS
TRY TO FIX THIS
WITH TOOLS. T | — rTE—

ndard
Audit 65 of 616

Scan Status Vulnerabilities
Running

P
Activity
Crawiing @
e = :
P —
Other oA Medum
Script Exe

itica

WHiddes
W suipts Attack Type

Broken Links

BUT DON’T GET THE Eammit=
EXPERTISE TO RUN
THEM OR ANALYZE
THE RESULTS.
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o JUST THE BASICS...
suitbabs SDLC

SECURITY INTEGRATION IN THE SDLC
IS HAPPENING TOO LATE IF AT ALL.




P, JUST THE BASICS...
NETWORK SEGMENTATION

THE EARTH ISN’T FLAT AND
YOUR NETWORK SHOULDN’T
BE EITHER.




JUST THE BASICS...
PATCHING THE HUMAN
FIREWALL

Inphishing,\youaretheﬁsh. 2 SOCIAL ENGINEER[NG /
Y 1 PHISHING IS WORKING
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*%i BETTERTHAN EVER
¢ 3 ° USERS SEEM BLISSFULLY
UNAWARE OF THE VALUE
OF DATA OR THEIR IMPACT
ON DATA SECURITY

SOURCE: WWW.UWEC.EDU



L2 INFOSEC PRESSURES
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Contents

Under Extreme
Pressure.

Handle with care.




o UNDER PRESSURE...
SPEED TO MARKET

Pressure
to Roll Out IT

Projects Not
Security
Ready

SOURCE: 2016 TRUSTWAVE SECURITY PRESSURES
REPORT
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UNDER PRESSURE...
MORE QUESTIONS

Nobody
Myself 2%
1% 4% (2015)

2016 1% (2015)

Peers
7%
6% (2015)

Who Exerts Boards of Directors
C-Level Executives
the Most L Bvecut

Pressure? 61% ot

Direct
Managers

21%
18% (2015)

SOURCE: 2016 TRUSTWAVE SECURITY
PRESSURES REPORT



UNDER PRESSURE...
SECURITY STAFF

84%
MILLION: 5
. RATE OF ORGANIZATIONS BELIEVE

GLOBAL SHORTAGE | CYBERSECURITY JOB | HALF OR FEWER OF
OF CYBERSECURITY | GROWTH VS, ITJOBS | APPLICANTS FOR OPEN
PROFESSIONALS OVERALL, 201014° | SECURITY JOBS ARE
BY 2019’ QUALIFIED’

% 7% 89%
53% 0 0

IT IS IMPORTANT FOR

AS LONGAS 6 MONTHS | 32100 NCE OO R v | ORGANIZATIONS TO
TO FIND QUALIFIED AS CAREER. HAVE CYBERSECURITY-
SECURITY CANDIDATES | roR MEN, ITis 67%." CERTIRED EMPLOYEES.""

SOURCE: ISACA 2016 CYBERSECURITY
SKILLS GAP



i UNDER PRESSURE...
CHASING THE SILVER BULLET

SEEN MOST OFTEN WITH
TECHNOLOGY SOLUTIONS

— HARDLY EVER ACCOUNTS FOR THE
SUPPORTING PEOPLE AND PROCESSES



it CHANGING LANDSCAPE

S ECURITY
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CHANGING LANDSCAPE...
REGULATORY /
CONTRACTUAL

EXPECTATIONS CONTINUE

] . «  Security
Requlations PrlvaCX
v Needto-tniow Panalties
Ertitics Business Associates
RE:;;E Transmission ® [ Authorized

Practices

Couved er Risk Health Information Trust Alliance

rotacted Individual . .

Records ey
EEL| I EH
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Reasonable

* X %
* *
" INational Institute of * GDPR *
#Standards and Technolog * o, **

U.S. Department of Commerce

The General Data Protection Regulation



o, CHANGING LANDSCAPE...
EMERGING TECHNOLOGY

EMERGING TECHNOLOGY: MOST PRESSURED TO ADOPT/DEPLOY

Cloud v 44%
Internet of Things (IoT) 17%
BYOD v 16%
Social Media A 10%
Mobile Applications v 7%

Big Data v 6%

SOURCE: 2016 TRUSTWAVE SECURITY
PRESSURES REPORT



CHANGING LANDSCAPE...
el et EMERGING TECHNOLOGY -
CLOUD

e CLOUD COMPUTING ISSUES AND
CONCERNS
— BUSINESS/REPUTATIONAL RISK
— COMPLIANCE — LEGAL/REGULATORY
— PRIVACY

— DISTRIBUTED/ MULTI-TENANT
SECURITY ENVIRONMENT


https://youtu.be/27GgP6BXR6A

CHANGING LANDSCAPE...
EMERGING TECHNOLOGY —
CLOUD

Customer Data
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Platform, Applications, Identity & Access Management

WCustomer

Operating System, Network & Firewall Configuration

Q Responsible for
Ql security ‘in’the
I Cloud
Client-side Data Encryption & Data Server-side Encryption Network Traffic Protection “

Integrity Authentication (File System and/or Data) (Encryption / Integrity / Identity)

‘ Compute \ Storage Il Database Networking AWS
| |
- A\ / \ / Responsible for

1) security ‘of
egions Edge
Avallablhty Zones Locations SOURCE:
HTTPS:./ /AWS.AMA
ZON.COM/ COMPLIA
NCE/ SHARED-
RESPONSIBILITY~

MODEL/



CHANGING LANDSCAPE...
EMERGING TECHNOLOGY —
IoT
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ALREADY SEEING
SECURITY AND
PRIVACY ISSUES.

— BABY MONITORS /
CAMERAS

— VEHICLE HACKING
— MEDICAL DEVICES




CHANGING LANDSCAPE...
EMERGING PRACTICE — DEV
OPS

IT DOESN’T HAVE TO BE LIKE
THIS!

\
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SOURCE: IMAGE ATTRIBUTED TO PETE CHESLOCK AT
H#DEVOPSDAYSAUSTIN.
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CONCLUSION

BACK TO THE

BAsICS — WE HAVE

TO CATCH UP!

* VULNERABILITY
MANAGEMENT

* SECURE
DEVELOPMENT

*SDLC

* NETWORK
SEGMENTATION

* PATCHING THE
HUMAN FIREWALL

PRESSURE IS

INCREASING — WE

HAVE TO STAY
GROUNDED!

* MORE
QUESTIONS

* SPEED TO
MARKET

* STAFFING

* CHASING THE
SILVER BULLET

CHANGING
LANDSCAPE — WE
HAVE TO GET
AHEAD!

* REGULATORY /
COMPLIANCE

e CLOUD
elOT

* DEV OPS
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CONTACT:
SETH LuccCl @

OR
STEVE JAROSINSKI, ACCOUNT EXECUTIVE, MID-

ATLANTIC
@STEVE.JAROSINSKI@GUIDEPOINTSECURITY.COM
WWW.GUIDEPOINTSECURITY.COM


mailto:seth.lucci@guidepointsecurity.com

