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Aruba 360 Secure Fabric

A Protecting your data from the insider threat,
Introducing the Aruba 360 Secure Mobile Fabric

Austin Hawthorne
Sr. Director, Aruba Security



TODAY’S EVOLVING
SECURITY CHALLENGES

alln
MOBILE, BYOD, VULNERABLE ATTACKS ON
CLOUD IOT THE INSIDE

$3M 3M $3T

Per Incident Open Jobs In Damage
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Let’s talk about the insider threat....

COMPROMISED MALICIOUS NEGLIGENT
40 million credit cards were stolen Edward Snowden stole more than 1.7 million Employees uploading sensitive information to
from Target’s severs classified documents personal Dropbox for easy access
STOLEN CREDENTIALS INTENDED TO LEAK INFORMATION DATA LEAKAGE
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Anatomy of An Attack On the Inside - Credit Card Theft

Infect Sub- Upload Jnc d
contractor Malware Network

To Web TopoIogy/AD‘ ash”  C
Server = POS
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Traditional Security Paradigm

Trust but Verify

Zero Trust

Never Trust, Always Verify
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Aruba Security Vision

The network infrastructure and transport is trustworthy.

No anonymous network connections. Every device is identified
using the most practical identification scheme available.

Identity leads to role. Rol
enforces principle of least

Security requires system-leve
products can’t do it alone.

The network sees the attacker (sensing).
Analytics detects the attack (sense-making).

The analyst has full visibility of all network activity which aids in “ T
(decision-making). __  Reactive

The network thwarts _fhé_iattacker (action).

-
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THE NEW SE
IMPERATIVE

. NetWork‘+Security
Accelerate Decision-

making and Action
Attack Response
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THE NEW SE
IMPERATIVE

Accelerate Decision- g
making and Action
Attack Response
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Trusted Traffic

Centralized encryption

ﬁer-user virtual
connection/FW

Device Assurance

Hardware-enforced protection

Per-user vi
connection/
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Intelligent traffic control with application visibility

ﬁ On-Board DPI

— Depth - common apps
— Enterprise traffic

3

I Prioritize business critical apps

m :‘; salc‘sﬁ)rce

VI Block inappropriate content

Cloud-Based Web Polic>\ ‘
Enforcement
— Breadth - less common apps

- Web traffic

I Enforce per user/device/location
GRANULAR VISIBILITY & CONTROL

O App category O  Allow/deny
O Individual app d QoS
O Web category O Throttle
O  Web reputation d  Log
O Blacklist
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Visibility:

Device Category

Sensors (1)

VolP Phone (69)
Access Points (4584)

%

@@ Medical Device [l Thin Clients

B server @ Generic

@ roint of Sale devices

@9 Home Audio/Video Equipment
Router [ Building Automation
Printer [ Security

@8 Came Console @8 1oT @ Switch

12V

Device Family

Apple (13909)
BlackBerry (204)
Symbian (39)
Sony Ericsson (1)

- Apple @ BlackBerry [ Symbian |
@ sony Ericsson @@ Samsung
| @ windows Nokia @ Android |

What’s On Your Network?

Device Name

Apple iOS Device (2224)
Apple iPhone (9226)
Apple iPad (2339)
Apple iPod (119)

- Apple iOS Device [l Apple iPhone
8 Apple iPad @ Apple iPod Il Apple
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ClearPass Secure Network Access Control

Device Discovery and Profiling
Wired, Wireless, 10T

Custom Fingerprinting

Visibility

Wired, Wi-Fi, VPN O Q Attack Response
AAA and non-AAA options e Event-triggered actions
3rd party integration for end to

Integration w/ network and Authorization Enforcement i
security infrastructure end visibility and control
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Adaptive Policy Using Device Ownership

Enterprise Laptop BYOD Phone

Authentication s »

SSID

g) Internet and

sap”
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Security/Context Automation and Orchestration

Who: Bob

Group: Faculty
Device: Personal iPad
Location: Room 104
Time: 9am, Monday
Compliance: Healthy
Mac Address: X

IP Address: Y
Airgroup Permissions

CLEARPASS

MANAGEMENT

ADILDAP '

()

NI/ N )Y/ H —

Update Web Proxy / Filter

l

Logon to Applications (SSO)

g Update EMM/MDM
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ClearPass Exchange: End to End Control

JUNIPELr
ArcSightst paloy o

ARISTA _ |
splunk - L check Point

IR
= JUNIPEL “cisco REST AP,
Syslog Security monitoring and
threat prevention

Internet of \ 'iﬁtel secitys @ Microsoft
Things (loT) Multi-vendor Go gle
switching @) Mobilelron

servicenuw
= =0 | Aruba ClearPass with @twilio ﬂl&.sﬂ,da,fd-
BYOD and | B | Exchange Ecosystem _
corporate owned Multi-vendor Helpdesk and voice/SMS
WLANS service in the cloud
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THE NEW S
IMPERATIVE

- Accelerate Decision-

making and Action
Attack Response
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ATTACKS AND
RISKY BEHAVIORS
on the inside

= . . _EFFICIENCY AND
‘?‘i”' EFFECTIVENESS
'.:.\ of the security team
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The Start: User/Entity View of Events

CAMPUS BRANCH SaaS CLOUD

IP Address
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Behavior — Many Different Dimensions

CAMPUS BRANCH SaaS CLOUD

Internal Resourc
Finan

Authentication
AD logins

Behaviorzs
Analytics

External Activity
C&C, personal email

/ \ "
‘i Physical Access

Cloud laaS l b.adge logs ~.
AWS, Azure p B
= >
p %(fi ion
" DLP, Email
.
’,\
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Behavioral Analytics—Finding Small Changes

CAMPUS  BRANCH SEER CLOUD

MACHINE LEARNING
UNSUPERVISED

ABNORMAL INTERNAL
RESOURCE ACCESS
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eer Baseline Anomaly

Context

Entities Entity Risk Score Alert Severity Confidence Score Attack Stage Conversations

76 83 80 89 Internal Activity

O mjohnson When Detected

10:00:44 AM 12:53:10 PM

Title Access Time Download Upload Duration
mjohnson
dhiraj
beraj
shasubra
felix
weihan
cheryl
yifeng
brijesh
dylan
riteshn
ckilling
ramj
vernon
mohan

chao
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Finding the Malicious in the Anomalous

CAMPUS BRANCH SaaS CLOUD

BUSINESS CONTEXT | packets, logs, flows, alerts l
High Value Assets e * ******* * """""" * “““““““ # B

High Value A

MACHINE LEARNING Behaviore
SUPERVISED Analytic
UNSUPERVISED

Firewalls
STIX
RUIES

Etc.

¢!

4 @ A W % > time
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Accelerated Investigation and Response

CAMPUS BRANCH SaaS CLOUD

Behavioral

Analytics




PAIN POINTS
Initial: Inside Threat

During POC: Large amount of staff
account lockouts but
couldn’t understand where or why

RESULTS WITH INTROSPECT

Within hours, IntroSpect detected where
(single users PC) and why (Emotet
banking trojan malware)

Isolated malware and prevented lateral
movement and business interruption

Financial and student data protected

Root cause analysis and remediation
within hours

Alerted neighboring districts to Emotet

INTROSPECT USE CASE: K-12 EDUCATION

ARUBA SOLUTION
Fast detect and respond

Visibility and detection of threats not
seen by their other security solutions

Threat hunting
User correlation

ANOTHER SCHOOL DISTRICT
WITHOUT INTROSPECT

Unable to correlate where and why
account lockouts

Had to shut down ALL PCs to prevent
lateral movement

10 days later...virus was found

Due to lack of visibility, root cause
analysis could not be completed

ALL machines in the ISD were reimaged
IT staff worked overnight 3 nights
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THE NEW SE
IMPERATIVE

- Accelerate Decision-
making and Action
Attack Response

ClearPass + IntroSpect
+ Partners
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CLEARPASS + INTROSPECT = INTEGRATED PROTECTION

1. Discover 2. Monitor 3. Decide
and Authorize and

ClearPass ~ rPa

Secure Network Access Control Entity360 Profile Adaptive Response
<> with Risk Scoring

> <>
i
9

- IntroSpect UEBA
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CLEARPASS + PARTNERS = INTEGRATED PROTECTION

1. Discover 2. Monitor 3. Decide

and Authorize and and Act
Alert

ClearPass

Secure Network Access Control Adaptivé Response

IntroSpect or 360 Security
Exchange Partners
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Analytics-Driven Active Cyber Protection

Aruba 360 Secure Fabric

ClearPass | IntroSpect

Discovery, Authorization, and Integrated Attack Detection and Response

Aruba Mobile First Infrastructu

U with Aruba Secure Core
paloalto Secure Boot | Encryption | DPI | VPN | IPS | Firewall

ArcSight<K
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