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We’re Moving to Office 365” - Enhance Security in Office 365
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Agenda

• Case Study

• Ransomware, Spear Phishing and Human Error

• Targeted Attacks Using Web Sites and Social Networking

• How to Protect

• Summary
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Ransomware in Perspective – 2016

600% 
Growth in ransomware attacks 

against businesses

97%
Of phishing emails contain 

ransomware

30%
Of malware attacks are zero-day 

exploits with increased use of 
evasion techniques

$1 billion 
Cost to businesses

Source: “Malware Year in Review 2016”, PhishMe and 
“Internet Security Report – Q4 2016”, WatchGuard
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Spear Phishing in Perspective – 2016

91% 
Breaches that begin with spear 

phishing

146 days
Average time to identify a breach

82 days
Average time to contain a breach

$4 million
Average cost of a data breach

Source: “Malware Review Q3 2016”, PhishMe
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Delivery Methods and Evasiveness

• Delivery methods constantly evolving

• Ransomware designed to bypass traditional SPAM, anti-virus and sandboxing 
technologies

Ransomware Payload
(Malicious Scripts, Macros, PowerShell) Evasion

Weaponized Emails Spoofed Websites &
Drive-by Downloads

Malicious Cloud Files
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Ransomware In Action: Cerber Example

Cerber arrives as password 
protected Word document 

attached to email

User opens Word document 
and enables editing

Word macro script 
executes, runs 

PowerShell script

Ransom request 
displayed

Cerber encrypts files Cerber automatically 
downloaded from 

Internet and installed
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Ransomware

• Council's computer systems closed for four days

• Services including libraries and online booking 
systems affected

• "People can only use pens and paper, we've gone 
back a few years."

• Lincolnshire County Council attacked via email with CryptoLocker 
ransomware that encrypted data

• Attacker initially asked for $500 in Bitcoin, with threat to escalate

Problem

Result
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Spear Phishing

• Confidential records of US nuclear power 
industry compromised

• Clean up costs

• US Nuclear Regulatory Commission (NRC) hacked three times in as many 
years

– Employee’s personal email account used to send PDF attachment containing malicious 
active content

– Employees targeted with email linking to Microsoft OneDrive document hosting malware

– Emails sent to employees with link to Google spreadsheet

Problem

Result
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Spear Phishing: Social Media

• Primary competitor launches identical piece of large construction equipment 

• Other projects in danger of similar compromise

• Loss of competitive edge and business

• Chief Design Engineer at construction equipment manufacturer responds to 
approach on LinkedIn about potential recruitment opportunities

• Opens email with malicious attachment that installs spyware

• Spyware uses password protected compressed files over HTTP to bypass DLP 
policies

Problem

Result
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Business Email Compromise (BEC) – Phishing

• Affects anyone employed by Defense Point Security 
in 2016

• Scammers can file false tax records impersonating 
employees and funnel refunds into perpetrators' 
bank accounts

• Government cybersecurity contractor Defense Point Security LLC employee fooled by 
email masquerading as memo from CEO requesting people's IRS W-2 forms

• Included social security numbers, income figures, work and home addresses, and 
other personal data

• No outbound DLP controls to block this type of data

Problem

Result
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• Damage to reputation

• Affected employees offered 60 days of 
free credit monitoring

• Loss of employee trust

Encryption: Human Error

• 4,000 Security and Exchange Commission (SEC) workers affected by data breach 

• Contractor sent unencrypted email containing employees’ Social Security numbers 
and payroll information

• Staff had access to unsecured email accounts

Problem

Result



Copyright © Clearswift 2017
www.clearswift.com 13

Data Loss: Human Error

• Investigation into Chelsea and Westminster NHS Trust 
handling of confidential medical information

• Fine from Information Commissioner's Office (ICO) 

• Legal action by victims

• Wider inquiry into NHS handling of confidential 
medical information

• Medical clinic sends HIV newsletter with recipients in the CC field

• Names and email addresses of 780 people revealed

Problem

Result
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Data Loss: Boeing

• Boeing employee emailed a spreadsheet full of employee personal data to his 
spouse

• Spreadsheet sent to provide formatting template

• Also contained personal information of 36,000 Boeing employees, including 
Social Security numbers and dates of birth in hidden columns

• Boeing offer two year Experian subscription to employees

• Damage to reputation due to not using own DLP solutions

Result

Problem
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Data Loss: We Trust Our Employees

• Competitor offered their truck at lower cost

• Loss of competitive edge and business

• Each Liebherr truck costs $4 to 5 million

• Six employees of large manufacturing company Liebherr download thousands 
of design documents to USB drives

• Included virtually every type of drawing, design and other document 
necessary to build a mining truck business, design a manufacturing facility 
and design a series of mining trucks to compete with Liebherr

• Passed files to Chinese competitor

Problem

Result
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Compliance

• Legal fines

• Damage to reputation

• Loss of business

• Various compliance regulations (e.g. GDPR, HIPAA, PCI, etc.) require 
protection of sensitive data

• Employees not aware of latest requirements

• Security seen as a barrier to just doing their job

Problem

Result

If you think compliance 
is expensive, try 
non-compliance.

Former Deputy U.S. Attorney 
General Paul McNulty
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Example Clearswift

• Check LinkedIn for job roles at target organization

– Target Sales people to build mutual connections

– Focus on roles that have access to sensitive data

– Focus on roles that are likely to open a document 
(e.g. HR, Finance, etc.)

– Look at other connections they have

– Check other social media for useful information 
(e.g. where they have worked, when they 
are on holiday, etc.)
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Example Clearswift

• Check website for customers or partners

– Spoof PO from partner with payload

– Spoof RFI from prospect with payload
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Example Clearswift

• Check website for vacancies

– Send CV with payload

• Check website for documents with metadata

– Spoof message from author to reviewer(s) with payload
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Protection from Ransomware, Spear Phising and 
Human Error

• SECURE Email Gateway and ARgon for Email

– Block by source

– Dual Anti-Virus

– Deep Content Analysis

– Structural Validation

– Message Sanitization

– Structural Sanitization

• SECURE Web and ICAP Gateways

– Block by source

– Dual Anti-Virus

– Deep Content Analysis

– Structural Validation

– Structural Sanitization

Solution

ARgon for 
Email

SECURE 
Email 

Gateway

SECURE 
Web 

Gateway

SECURE 
ICAP 

Gateway
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Clearswift Unique: Adaptive Data Loss Prevention

Adaptive Data Loss Prevention

Adaptive Redaction: Data Redaction
CONFI

DENTIAL
****
*****

Data
Redaction Overwrites critical information to prevent breach 

Communication is not blocked

Adaptive Redaction: Document Sanitization
META
DATA

Document 
Sanitization Strips out hidden information (e.g. change tracking, 

properties, comments, etc.)

Adaptive Redaction: Structural Sanitization
ACTIVE

CONTENT

Structural
Sanitization Removes active content (e.g. scripts, code, etc.)

Information is left intact in original file format

Encryption
CONFI

DENTIAL
Encryption Secures data in transit

Automated to avoid delays and mistakes

Modifying content 
to reduce disruption 

to business
- o -

Automatically & 
consistently remove 

content which 
breaks policy, but 

leave the rest alone
- o -

No ‘stop & block’ 
associated with 
traditional DLP

- o -

Security & 
compliance (incl. 

GDPR)

Adaptive Redaction: Message Sanitization
ACTIVE

CONTENT

Message 
Sanitization Removes malicious URL’s from email messages
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Summary

• Microsoft O365 good solution although feature GAPS exist between Microsoft and 
3rd Party Security Email Gateway products

• Enhance Microsoft Office 365 Email Security with Clearswift

• Instant risk mitigation from Advanced Persistent Threats (APT’s)

• Protect critical information, reduce DLP false positives and enable secure 
continuous collaboration

• Incorporate business requirements

• Rule Granularity

• Managed, hosted and on premise deployment options

Users

Clearswift SECURE 
Email Gateway

Users

Internet


