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® Lifestyle
communities /peop

and the way we live, work,
social /cultural evens
O




detailed information about
aach power plant. Use the
dropdown below fo filfer
O power plants by type.

\\5 POWER GRID: US

POWER PLANTS
Al plants

generalion of power.

EXISTING LINES

“+  Existing electric
power grid

NOTE: Data for this map comes from the
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NATIONAL SECURITY

The U.S. national power grid faces physical or online attacks approximately ‘““once every four
days,” according to a new investigation by USA Today, threatening to plunge parts of the
country into darkness.

Cyber attacks

Physical attacks ; S
National Economic

Disasters Security Security
Sabotage by disgruntled employees

All caused power outages

Environmental
Security
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through senso

Our private information is collected
minute increments, including in our homes.




1\\; SMART GRIDS: PRIVACY AND SECURITY

® People sacrificing convenience and technology for privacy of home, lifestyle,

O
data.

® Personal data recorded five, ten, fifteen, thirty-minute increments — daily

habits = lifelogging.

~ THE INTERNET OF THINGS
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INTERNET OF THINGS

Enter your sub headline here
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1\\5 COUNTERMEASURES TO PROTECT DATA PRIVACY

= WHAT WOULD CONCERN YOU ABOUT A
T : WORLD OF CONNECTED DEVICES?
ransport layer security
® Encryption f n
PHYSICAL MACHINES
® Virtual Private . SAFETY UNABLETO TAKING -
Networks REPAR  OVERTHE y\nowiNG

* Onion routing (encrypts PRéVEQ/OCY SECURITY s HoV;,I-ITEOMUSIE NO

and merges internet 54%

traffic from various
sources); numerous
layers of encryption.
Diffie-Hellman key
exchange;



(SUPERVISORY CONTROL AND DATA ACQUISITION)

®* Remote data monitoring and control for automation to process data

* \l\SCADA SYSTEMS
\

O ®* Computers, network data communications, graphical user interfaces

®* Employs industrial control systems for automation

® Power systems, communications
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SMART GRID Smart apglances
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onfily 2.0

Cyber Attacks on
the Energy Sector

. Cyberinduce ou



Layers of the onion
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Onion Routing: How it Works ™
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The sender remains anonymc

Each intermediary knows only the location of the
® immediately preceding and following nodes

Network packets transmitted anonymously over

Internet; encrypt and decrypt for each destination




Smart Grid Electricity Infrastructure

Utility Consumer Portal and
Communications ’ . Building EMS

) : . ' internel
g 5'}? A
. i l 4

PV Renowables

Distridution \C ]

O.70 Qperations
Identificatior

Dynamic
Systems

Control | Metering ) iy,
Data Management | 5 Control (57 e

T é/ ‘ Eficiant S

®* Heterogeneity — multiple devices: Data P
Eng-Use

Management ’
incompatibility, latency, speed ”
O Hybeds Building Devices

Distributed Generstion Syslems

Authentication




1L
‘/' ‘rl = \i\' \ Powo' Sfo'lon
. s
—4 .

Power Transformers
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443-844-9149 (cell)
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http://www.laetarecyber.com/
mailto:dmgroth@laetarecyber.com

