\

If potentially dangerous
emails get through our
network, it can take up a

lot of our time to resolve -
the Help Desk and other
technical areas, to potentially
the Networking and Systems
teams would need to get
involved. But this is avoided
with Clearswift. The solution
saves us potentially hundreds
of man hours per year

Alex Kennedy, Assistant Director ' .

of Business & Data Operations,
Volusia County Schools

Volusia
County
Schools
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Overview

Volusia County Schools is the public school
district for Volusia County in Florida. The district
operates over 80 schools with over 63,000

students and 7,300 teachers and administrators.

A business decision in 2017 motivated by the
need to reduce business costs prompted Volusia
County Schools to migrate from an on premise
infrastructure to Microsoft Office 365 and
Microsoft Azure cloud services. Volusia's IT
department, however, understood the security
functionality limitations with Office 365 and
wanted to retain the same level of protection the
Clearswift SECURE Email Gateway (SEG) had
provided for their on premise system.

The Challenge

Basic Security Functionality
in Microsoft Office 365

Email remains one of the most common digital
collaboration tools for organizations globally
and the threat landscape has subsequently
evolved. Today, advanced security and data loss
prevention features are needed to combat
information borne threats across email - from
within and outside the organization. However,
Microsoft Office 365 only has basic security
features built in such as anti-spam, anti-
malware and URL scanning. In addition, any
anomalies the platform detects and deems as
a threat are ‘blocked’ which the IT department
then has to deal with. For large organizations,
the administrative time dealing with ‘stop and
block’ solutions, or worse still, security threats
that penetrate a network because they can't be
captured with basic security functionality, can
be time consuming and costly.

www.clearswift.com



About Clearswift

Clearswift is trusted by organizations
globally to protect their critical
information, giving them the freedom
to securely collaborate and drive
business growth. Our unique
technology supports a straightforward
and ‘adaptive’ data loss prevention
solution, avoiding the risk of business

interruption and enabling organizations

to have 100% visibility of their critical
information 100% of the time.

Clearswift operates world-wide, having
regional headquarters in Europe, Asia

Pacific and the United States. Clearswift
has a partner network of more than 900

resellers across the globe.

More information is available at
www.clearswift.com

UK - International HQ
Clearswift Ltd

1310 Waterside
Arlington Business Park
Theale

Reading, RG7 4SA

UK

Tel: +44 (0) 118 903 8903

Sales: +44 (0) 118 903 8700

Technical Support: +44 (0) 118 903 8200
Email: info@clearswift.com

Australia

Clearswift (Asia/Pacific) Pty Ltd
Level 17 Regus

Coca Cola Place

40 Mount Street

North Sydney NSW 2060
Australia

Tel: +61 2 9424 1200
Technical Support: +61 2 9424 1210
Email: info@clearswift.com.au

Germany
Clearswift GmbH
Im Mediapark 8
D-50670 Cologne
Germany

Tel: +49 (0) 221 8282 9888
Technical Support: +49 (0)800 1800556
Email: info@clearswift.de

Japan

Clearswift K.K

Shinjuku Park Tower N30th Floor
3-7-1 Nishi-Shinjuku

Tokyo 163-1030

Japan

Tel: +81 (3)5326 3470
Technical Support: 0800 100 0006
Email: info.jp@clearswift.com

United States
Clearswift Corporation
309 Fellowship Road
Suite 200

Mount Laurel, NJ 08054
United States

Tel: +1 856-359-2360
Technical Support: +1 856 359 2170
Email: info@us.clearswift.com
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The solution
Enhancing Information Security in Office 365

» Unlike competitive security solutions on the
market, the Clearswift SEG can integrate with
Office 365, so Volusia was able to enhance
information security in their cloud deployment to
enterprise level protection.

» The Clearswift SEG incorporates unique Adaptive
Redaction features (structural sanitization,
document sanitization and data redaction) as
well as advanced security tools such as
Encryption, DMARC, DKIM and more. Working
together simultaneously, the organization is
protected from both inbound advanced threats
and outbound sensitive data loss risks.

« Clearswift's deep content inspection engine
scans email messages, including attachments,
as they flow in and out of Office 365,
automatically removing active code (the source
of Ransomware attacks) or redacting sensitive
information, but leaving the rest of the email to
be delivered uninterrupted.

» The automated alteration to content in email
and attachments occurs ‘on the fly’ on both
inbound and outbound traffic, enabling
continuous communication flow that is
necessary for the schools to operate effectively.

The outcome

Advanced Threat Protection and Data Loss
Prevention for Volusia's Office 365 Deployment

Schools and their associated administrative
bodies handle vast amounts of sensitive
information such as student contact details,
social security numbers, Passport details,
addresses and credit card details, all of which
need to be stringently protected from
inadvertent leaks or unauthorized exposure.

Alex Kennedy, Assistant Director of Business &
Data Operations, Volusia County Schools said,
“The functionality of the Clearswift SECURE Email
Gateway and its web-based interface have always
been key strong points for us. The solution’s
integration with Office 365 was a real bonus.

We now have peace of mind that our new cloud
email platform has the same level of protection
that we had become accustomed to.”

Given the huge amount of critical data stored and
processed, Education is also a prime target sector
to cyber-criminals. A key Clearswift SEG feature
for Volusia was the ability to setup spoof sender
notices to inform users that 'reply to email’ is not
the ‘display name email’ which is a real asset to
the organization. In addition, the team
commended the ‘malicious content notification’
for trigger code in messages as well as the
delegated access granularity for different levels.

Alex disclosed, "A significant amount of phishing
and spoofed emails are attempted, so it's crucial
that these are detected and captured before they
reach our team. Advanced security features to
detect threats on inbound email traffic are as
crucial as outbound data loss prevention features
to protect sensitive information from unauthorized
exposure across email.”

As a result of integrating the Clearswift solution,
the team at Volusia are more confident about
the security of information flowing through their
Microsoft Office 365 platform and also
highlighted they have vastly more time to focus
on more strategic tasks.

“From an IT perspective, Clearswift has enabled us to
cut down on reactive security events. If potentially
dangerous emails get through our network, it can take
up a lot of our time to resolve - the Help Desk, other
technical areas, to potentially the Networking and
Systems teams would need to get involved. But this is
avoided with Clearswift. The solution saves us potentially
hundreds of man hours per year,” Alex highlighted.

Volusia manages the Clearswift SECURE Email
Gateway in house so the IT team can adjust
content protection policies and security controls
as and when business requirements change, but
Clearswift also operates a 24/7 support service
when technical assistance or advice is required.

“To sum up the best thing about Clearswift's solution
— it would be 'its reliability,” says Kennedy. “The
Clearswift SECURE Email Gateway has an excellent
track record for Volusia. In addition, the support we
receive from the team is always handled with a sense
of urgency and they always keep us fully informed.
The team understands that their product impacts
security and how critical this is for our organization.”
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