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REMOTE POWERSHELL

e -COMPUTERNAME
e REMOTE POWERSHELL
* SIMILAR TO TELENT AND SSH
» USES WS-MAN PROTOCOL (WEB SERVICES FOR MANAGEMENT)
* WINRM IS MS IMPLEMENTATION OF WS-MAN
*  MUST CONFIGURE WINRM ON MACHINES THAT WILL RECEIVE REMOTE PS CONNECTIONS

e XML FORMAT OF OBJECT IS SENT BACK TO ORIGINATING MACHINE
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ENTER-PSSESSION

* TYPE COMMANDS DIRECTLY ON CONNECTED SERVER

* MUST USE REAL NAME. BY DEFAULT IT WILL NOT LET YOU USE IP OR OTHER DNS ALIAS
* PROFILE SCRIPTS DON'T CARRY OVER

e EXECUTION POLICY STILL EXISTS

e EXIT-PSSESSION ENDS THE SESSION

* (CLOSING THE TERMINAL ENDS THE SESSION

*  AVOID REMOTE CHAINS
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INVOKE-COMMAND

o ONE-TO-MANY

 POWERSHELL TALKS TO UP TO 32 COMPUTERS AT ONCE
e CAN USE -THROTTLE TO TALK TO MORE THAN 32

* -COMMAND IS ALIAS FOR —SCRIPTBLOCK

e TO USE A LIST OF COMPUERS USE:
e GET-CONTENT COMPUTERS.TXT
* GET-ADCOMUTERS
e -COMPUTERNAME
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INVOKE-COMMAND vs. COMPUTERNAME

e COMPUTERNAME

COMPUTERS ARE CONTACTED SEQUENTIALLY AND COULD TAKE LONGER
DOES NOT CONTAIN A PSCOMPUTERNAME PROPERTY SO RESULTS MY BE HARD TO SEPARATE
CONNECTION IS NOT MADE WITH WINRM

PROCESSING IS DONE ON LOCAL COMPUTER; SO ALL RECORDS ARE BROUGHT ACROSS THE WIRE
THEN FILTERED

RESULTS ARE LIVE AND DON'T NEED TO BE SERIALIZED OR DESERIALIZED (FULLY FUNCTIONAL
OBJECTS)
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INVOKE-COMMAND vs. COMPUTERNAME (CONT)

e INVOKE-COMMAND

COMPUTERS ARE CONTACTED IN PARALLEL; COMMAND COULD RUN MORE QUICKLY

OUTPUT CONTAINS A PSCOMPUTERNAME PROPERTY SO RESULTS ARE MORE DISTINGUISHABLE

IS USED OVER WINRM; SO FIREWALL RULES CAN BE ENABLED

QUERIES AND FILTERS ON REMOTE COMPUTER THEN RESULTS ARE SENT BACK TO LOCAL MACHINE

RESULTS NEED TO BE SERIALIZED AND DESERIALIZED BEFORE AND AFTER TRANSMITTING OVER THE WIRE
(SNAPSHOT RESULTS) (LIMITED OBJECTS)
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SESSIONS

 NEW-PSSESSION

e (CAN BE USED TO CONNECT TO SEVERAL MACHINES AND STORED AS A VARIABLE
e DISCONNECT-PSSESSION
 CONNECT-PSSESSION
 REMOVE-PSSESSION
* ENTER-PSSESSION —SESSION
¢ INVOKE-COMMAND —SESSION
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REMOTING WITH SSH

e THE WINDOWS MACHINE MUST HAVE BOTH SSH CLIENT AND SERVER INSTALLED.
o CONFIGURATION CHANGES NEED DONE TO SSH_CONFIG ON BOTH WINDOWS AND LINUX

e [-HOSTNAME <STRING>] [-USERNAME <STRING>] [-KEYFILEPATH <STRING>]
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IMPLICIT REMOTING: IMPORTING A SESSION

e $SESSION = NEW-PSSESSION ~-COMP SERVER-R2
o ESTABLISH A REMOTE CONNECTION TO SERVER WITH ADTOOLS INSTALLED

* INVOKE-COMMAND -COMMAND { IMPORT-MODULE ACTIVEDIRECTORY } SESSION $SESSION
e TELL THE REMOTE COMPUTER TO LOAD THE AD MODULE

* |IMPORT-PSSESSION -SESSION $SESSION ~MODULE ACTIVEDIRECTORY -PREFIX REM

e |IMPORT THE AD POWERSHELL MODULE AND PREFIX THE COMMANDS WITH REM
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ADVANCED REMOTING CONFIGURATION

e USES CUSTOM ENDPOINT CONFIGURATIONS
e ENABLE MULTI-HOP REMOTING

* MUTUAL AUTHENTICATION

e MUTUAL AUTHENTICATION VIA SSL

e TRUSTEDHOSTS
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REFERENCES

e HTTPS://DOCS.MICROSOFT.COM/EN-US/POWERSHELL/SCRIPTING/LEARN/WINDOWS-
POWERSHELL-GLOSSARY 2 VIEW=POWERSHELL-5.1

e HTTIPS://DOCS.MICROSOFT.COM/EN-US/DOTNET/FRAMEWORK/ADDITIONAL-APIS/INDEX

e HTTPS://DOCS.MICROSOFT.COM/EN-US/POWERSHELL/SCRIPTING/SAMPLES/CREATING-A-
CUSTOM-INPUT-BOX2VIEW=POWERSHELL-5.1
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https://docs.microsoft.com/en-us/powershell/scripting/learn/windows-powershell-glossary?view=powershell-5.1
https://docs.microsoft.com/en-us/powershell/scripting/samples/creating-a-custom-input-box?view=powershell-5.1

REFERENCES (CONT)

e HTTPS://DOCS.MICROSOFT.COM/EN-
US/POWERSHELL/MODULE/MICROSOFT.POWERSHELL.CORE/ABOUT/ABOUT COMMONPARAME

TERS 2 VIEW=POWERSHELL-6

e HTTIPS://DEVBLOGS.MICROSOFT.COM/SCRIPTING /USING-SCHEDULED-TASKS-AND-SCHEDULED-
JOBS-IN-POWERSHELL/

e HTTPS://DOCS.MICROSOFT.COM/EN-
US/POWERSHELL/MODULE/MICROSOFT.POWERSHELL.CORE/ABOUT/ABOUT _LANGUAGE MODE

SSVIEW=POWERSHELL-5.1
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https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_commonparameters?view=powershell-6
https://devblogs.microsoft.com/scripting/using-scheduled-tasks-and-scheduled-jobs-in-powershell/

POWERSHELL v5 SECURITY REFERENCES

e HTTPS://BLOGS.MSDN.MICROSOFT.COM/DAVIDDASNEVES/2017/05/25/POWERSHELL-
SECURITY-AT-ENTERPRISE-CUSTOMERS/

e HTTPS://WWW.BLACKHILLSINFOSEC.COM/POWERSHELL-LOGGING-BLUE-TEAM/
e HTTPS://WWW.STIGVIEWER.COM/STIG/WINDOWS 10/2017-02-21/FINDING/V-68819

e HTTPS://WWW.STIGVIEWER.COM/STIG/WINDOWS SERVER 20122012 R?2 MEMBER SERVER/?2
018-10-30/FINDING/V-80475
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https://www.stigviewer.com/stig/windows_10/2017-02-21/finding/V-68819
https://www.stigviewer.com/stig/windows_server_20122012_r2_member_server/2018-10-30/finding/V-80475
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