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Board of Directors

¥ Bill Smith, Jr., CISSP, GSNA, CEH, GPEN, GCFA, GCFE -
President

% Sidney Spunt, CISSP - VP Operations

% Secretary - Open

% James Honeycutt, CISSP, VCP5-DCV, GWAPT, GPYC, GMON,
GCWN, GPEN, GCIA, GCIH, GCFA, GSEC, GSNA, SEC +, C|EH, -
VP Outreach

% Kevin Newman, CISSP - VP Education

¥ Seth Wilson, MBA, CISA, CISSP - Treasurer

% Steve Chan, CISSP, PMP - VP Membership

% Phil Rogofsky, CPA, CISSP - VP Professional Development
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Board of Directors Opportunity
Secretary — Open

Article IV, Section 4: The Secretary shall record and keep minutes of
meetings where Chapter business is conducted and shall maintain the
official records of the Chapter. At the direction of the President, the
Secretary shall also transmit and respond to all correspondence of the
Chapter and perform any other duties customarily associated with the
office of Secretary. The Secretary shall make official records available to
any member in good standing upon request.

If interested, please contact:
Bill Smith, President: President@issa-centralmd.org
Sidney Spunt, VP Operations: V_P_QOperations@issa-centralmd.org
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2022 ISSA Fellows Program

The nomination cycle for the 2022 ISSA Fellows program is currently open. The program includes Senior member, Fellow
and Distinguished Fellow. Further details regarding the program, including requirements for each designation are
available at https://www.issa.org/fellows-
program/?utm_source=WordPress&utm_medium=0rganic&utm_campaign=Informz.

The chapter board highly encourages all members meeting the Senior member requirements to consider applying for this
designation. All interested members can contact our VP of Membership, Steve Chan
at stephan.chan@occ.treas.gov who can provide the requisite nomination.

While Senior status is not necessarily required to acquire Fellow or Distinguished Fellow status, it does serve as a natural
progression to either Fellow designation. If any members believe they meet the requirements for Fellow or Distinguished
Fellow and are interested in applying for either, please reach out to Bill Smith at president@issa-centralmd.org and Steve
Chan at stephan.chan@occ.treas.gov, both of whom are Distinguished Fellows and could assist with any questions and
potentially serve as a nominator.

The window to be recognized within the 2022 Fellows Cycle will be closed on May 8th, 2022, at 11:59 PM (UTC).
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ISSA Member Benefits
List of special offers available to members. You will need to login with your member portal

credentials to access this page.
https:/lwww.members.issa.orqg/page/SpecialOffers
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Free High School Cybersecurity Workshop

Charles Frick, a Principal Staff Member at Johns Hopkins Applied
Physics Laboratory, helps run a 2-week hands-on cybersecurity
workshop for high school students onsite at APL. The workshop is
free, but registrations are limited and require a formal application
process. If you have and/or know of a high school student with an
interest in cyber security, consider this workshop. Charles has
been helping run this workshop for several years and has done an
outstanding job.

Registration deadline: February 28, 2022.
https://www.hscybersecurity.org/summerworkshop
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Free Security Training

Fortinet - Advanced training for security professionals, Technical training
for IT professionals, and Awareness training for teleworkers:
https://www.fortinet.com/training/cybersecurity-professionals.html

Cambridge - Software and Security Engineering:
https://www.cl.cam.ac.uk/teaching/1920/SWSecEng/materials.html

Palo Alto Network - Free Cybersecurity Education for ALL:
https://www.linkedin.com/pulse/free-cybersecurity-education-all-florian-buijs/

6 Free Cybersecurity Training and Awareness Courses:
https://www.darkreading.com/threat-intelligence/6-free-cybersecurity-training-and-

awareness-courses/d/d-id/1337781
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Upcoming Summits
Summit & Training events provide an immersive training experience that arms attendees with deep-
knowledge and actionable information and has a lasting impact on their careers and their organization’s
security programs. https://www.sans.org/cyber-security-summit/?msc=main-nav

Event

SANS New2Cyber Summit

SANS OSINT Summit

SANS CloudSecNext Summit

SANS ICS Summit & Training

SANS Security Awareness Summit & Training

SANS Digital Forensics & Incident Response Summit & Training
SANS Cybersecurity Leadership Summit & Training

SANS Blue Team Summit & Training

SAN Pen Test Hackfest Summit & Training
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Mar 23 - 24
Apr 7

May 3 -4
Jun2-9
Aug 1-10
Aug 15 -22
Sep 2022
Oct3-10
Nov 14 - 22
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The UMBC Training Centers is
UMBC offering free webinar series,
TRAINING CENTERS ~ covering a variety of skills and

career sessions on software

development, cybersecurity,

leadership, and more.
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October 14 — November 13

Theme: Cybersecurity and Information Technology

March 14 — Celebrating Pi Day with an Elementary School
Program
On cybersecurity awareness

October 14 through November 13
MARYLAND The Theme s

CYBERSECURITY
I I 1 ’ ' & INFORMATION
£ECHNOLOGY
FESTIVAL ‘
O ' f
: events!
MarylandStemFestival.org

§ NMoryienaSTEMFestival @mdnemlw W omdstemtes:
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March 31, 2022
Free to ISSA Members and Government Employees

https://www.fbcinc.com/event.aspx/Q6UJIAOTRTLX
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Mid-Atlantic Quarterly Meetings

March 23, 2022, 5:30 pm - 7:00 pm Central MD Chapter

* Ira Winkler, Walmart InfoSec

» Human Security Engineering: Stop Relying on the Failed Human
Firewall

May 17, 2022, National Capital Chapter
» Mark Rasch, Kohrman Jackson & Krantz, LLP
* You've Been Hit By Ransomware, Now What

September 14, 2022, Northern Virginia (NOVA) Chapter
» Ron Ross, Fellow National Institute of Standards and Technology
Automation With Controls and NIST 800-171 and NIST 800-53
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HUMAN SECURITY ENGINEERING: STOP RELYING ON
THE FAILED HUMAN FIREWALL

MARCH 23, 2022, 5:00 PM - 7:00 PM

s /register/tZMlcu2sqzo
kem PoQx1KoK

-is being held both in-person and online

CO-SPONSORED BY: ISSA CENTRAL MARYLAND, ISSA NOVA & ISSA DC CHAPTERS
hitps://issa=centralmd.org/
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ISSA 2021/2022 Meetings and Events

Date Speaker Organization Topic

February 23, 2022 Stephanie Neely Defense Information Systems Emerging Technologies, Existing Policies and
Agency (DISA) Architectures

March 23, 2922 Ira Winkler Wal-Mart InfoSec Human Security Engineering: Stop Relying

on the Failed Human Firewall

April 27, 2022 Danyetta Fleming Magana | Covenant Security Solutions Ransomware

May 25, 2022 Conrad Fernandes AWS AWS Cloud Security

June 22, 2022 Jason Moore Bricata

July 27, 2022 Cyberstance Cyberstance Cybersecurity for Small Business
August 24, 2022 Kevin McPeak Lenovo

September 28, 2022 | Ben Miller Dragos

October 26, 2022 Bobby Sheppard Malwork Active Shooter

November 16, 2022 | TBD

December 21, 2022 | TBD
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March 23, 2022

Ira Winkler

Chief Security Architect for Walmart InfoSec

Ira Winkler, CISSP is Chief Security Architect for Walmart and author of You Can Stop
Stupid. He is considered one of the world’s most influential security professionals and
has been named a “Modern Day James Bond” by the media. He did this by performing
espionage simulations, where he physically and technically “broke into” some of the
largest companies in the World, investigating crimes against them and telling them how
to cost effectively protect their information and computer infrastructure. He continues to
perform these espionage simulations, as well as assisting organizations in developing
cost effective security programs. Ira also won the Hall of Fame award from the
Information Systems Security Association, as well as several other prestigious industry
awards. CSO Magazine named Ira a CSO Compass Award winner as The Awareness
Crusader. Most recently, Ira was named 2021 Top Cybersecurity Leader by Security
Magazine.
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March 23, 2022

Human Security Engineering: Stop Relying on the Failed
Human Firewall

While the main perception is that the “user problem” is due to a
malicious party trying to trick well intentioned users, users who are
unaware, apathetic, careless, etc., are more likely to be the cause of
loss. Either way, the cybersecurity industry realizes this and develops
tactics such as awareness, MFA, DLP, etc. to mitigate the problem.
Despite all of these tactics, 90%+ of all losses result from attacks
targeting users. What this talk proposes is a comprehensive strategy to
address the insider threat, whether it results from malicious or well-
meaning insiders.
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February 23, 2022

Stephanie Neely, Defense Information Systems Agency

Stephanie Neely has 27 years of experience in cybersecurity and
cyber operations. She has worked both sides of the fence as an ISSM
to NOCs and SOCs. Currently she leads a team to ensure the
Department of Defense Information Networks (DODIN) are postured
through unified actions that deliver the successful evolution of
modernized technology solutions. Currently we are working on defining
zero trust minimum capability standards for the DODIN and will be
performing risk assessments against each DAQ’s architecture.
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February 23, 2022

Emerging Technologies, Existing Policies and
Architectures

This presentation we will discuss current architectures and policies
and how it's hard to match the speed of change. That the coalition of
the willing can create change through sharing and leveraging the
grassroots of organizations and drive-up consistencies in leveraging
what you have to meet new constructs and open a discussion on what
policies are required.
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