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What is MITRE 
ATT&CK?



A taxonomy of threats
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▪ To organize security coverage coherently
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Using ATT&CK



Data sources



Groups



Software





▪ PowerShell:

▪ MSHTA:

▪  LSASS Memory: 

▪ Masquerading:

Red Canary’s detection coverage



Atomic Red Team!





Adversary technique simulation

▪ tests, 

execution software, and variation

▪ MITRE ATT&CK

▪ Simulate 

▪ Easy



It’s actually a suite of tools

▪

▪

▪



Direct use-cases



A library of atomic tests



Copy and paste



Input parameters



Prerequisites





Invoke-Atomic
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What is 
AtomicTestHarnesses?



AtomicTestHarnesses

▪ variations

▪ validation

▪
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Telemetry, validation, variation



Identifying prevalent 
threats & techniques



Red Canary MDR





Top ten techniques

#RedCanaryTDR





Analysis!



Why?



How?



Who?



With what?



Detection!



Visibility



Detection



Testing!





Testing detection with atomics



Testing detection with Atomics



Did it work?
I ran the test, and it generated alerts!
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I ran the test and nothing happened
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Threat Detection Report tells you what techniques to prioritize

▪
▪
▪

Atomics tell you if you are able to observe those techniques 

▪
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TDR + Atomic testing



PREVIEW!
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Technique trends in 2021 TDR
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Why PowerShell?
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Detecting PowerShell?
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Why Scheduled Task?
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Detecting Sheduled Task?



Testing Sheduled Task?



Validating coverage









Q & A


