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Board of Directors

s Bill Smith, Jr., CISSP, GSNA, CEH, GPEN, GCFA, GCFE - President
s Sidney Spunt, CISSP - VP Operations
s Dr. Nagi Mei, Security+, PMP, SAFe, CSM, ITILv3- Secretary

s James Honeycutt, CISSP, VCP5-DCV, GWAPT, GPYC, GMON, GCWN,
GPEN, GCIA, GCIH, GCFA, GSEC, GSNA, SEC +, C|EH, - VP Outreach

+» Kevin Newman, CISSP - VP Education
s Seth Wilson, MBA, CISA, CISSP - Treasurer
s Steve Chan, CISSP, PMP - VP Membership

s Jack Holleran, CISSP - VP Professional Development
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2021-1 CISSP Study Group

Start: February 16, 2021
End: May 18, 2021
UMBC Training Center and/or
Virtual via Zoom

CISSP

Review and Practice Exam

14 Sessions Total
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The UMBC Training Centers Is
UMBC offering free webinar series,
TRAINING CENTERS ~ covering a variety of skills and

career sessions on software

development, cybersecurity,
leadership, and more.
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ISSA Member Benefits

List of special offers available to members. You will need to login with your member portal
credentials to access this page.

https://www.members.issa.org/page/SpecialOffers
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VMWare Carbon Black k_-"'i:."

Virtual Threat Huntlng Challenge 't

Wednesday, February 10, 2021 | 5:00 PMEST | 3 CPE Credits

—~t— =t
: - - !4/
Save Your Spot Today = o _: Py i Copper River
:_;:_; ; —‘ F Y Information Technology

Copper River IT has partnered with VMware Carbon Black to deliver their popular gamified Threat Hunting Challenge in a work-from-
home model.

Copper River IT cordially invites you to participate in this three-hour educational deep-dive which will allow you to gain hands-on
experience threat hunting with VMware Carbon Black's latest products. Participants of all security levels can enjoy 1:1 private in-game
support from VMware Carbon Black technical experts.

During this event you will:

sLearn how to find attacks used in actual incidents

*Advance your skills with the latest Threat knowledge

*Get hands-on with VMware Carbon Black Cloud and discover why real-time device assessment and remediation are key for a remote
workforce

Talk to experts individually about how to uplift your organization's SecOps strategy

Earn a certificate of completion worth 3 CPE Credits
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PURPLE TEAM
SUMMIT & TRAINING

Live Online (#9)

Purple Team Summit | Live Online
Free Summit: May 24-25, 2021

The Purple Team Summit brings together
the industry's top practitioners to explore
practical uses of threat emulation tactics,
detection capabilities, and security controls.
Experts will share their own experiences
and current purple team concepts that you
can implement within your own security
program.

Learn more and reqister now for FREE.
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CIDUdseCNE)\'I' CloudSecNext Summit | Live Online

Summit & Training 2021 Free Summit: June 3-4, 2021

Live Online (9 @ CloudSecNext Summit & Training will bring

#d together a unigue combination of real-world user
experiences and case studies, as well as
practical, technical training focused on specific
approaches and skills for building and maintaining
a secure cloud infrastructure.

Learn more and register now for FREE.
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ISSA 2021 Meetings and Events

Date Speaker Organization Topic

January 27, 2021 Brian Donahou Red Canary Atomic Red Team and the Red
Canary Threat Detection
Report

February 24, 2021 Michael Bain Unallocated Spaces | Lockpicking 101

March 24, 2021 Avi Rubin JHU Information Medical Device Security

Security Institute

April 28, 2021 Thomas Byrd T Rowe Price Cybersecurity Preparedness
and Operational Resiliency

May 11, 2021 Johnathon and Sean | Copper River/\VVMware | Cloud Security loT

May 26, 2021 Jennifer Dickens NOAA

June 23, 2021 Amber Schroder Paraben Securing your Smartphones

July 28, 2021 Mike Raggio Cloudknox Cloud Infrastructure Cyber Kill Chain -
Threats & Countermeasures
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February 24, 2021
Michael “Flay” Bain, Unallocated Space

Flay is a past President of Unallocated Spaces. Unallocated Space is a
technology-based community center, based out of a 1600+ SF space located
in Severn, MD. He has been lockpicking for years and was the 2 time winner
of the GrrCon ‘Cage of shame’ lockpicking challenge. He thinks its great fun
and is excited to be able to encourage others in the hobby.
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February 24, 2021

Lockpicking 101

The session will begin with a 15 presentation on primer on the pin picking (SPP) of
pin and tumbler locks following by a 30-minute demonstration/interactive session.
Participants are welcomed to purchase equipment to work along with the
instructor. The simplest options to get are Number 3 Masterlocks:

https://usa.banggood.com/DANIU-12Pcs-High-Quality-Lock-Picks-Tools-Set-Lock-
Opener-Locksmith-Tools-p-1139437.html

https://lockpicktools.com/tension-tool-2500-series-set/
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January 27, 2021
Brian Donohue, Red Canary

Brian has been writing about and researching information security for the last decade. He started his career as a journalist
covering security and privacy. He later consulted as a threat intelligence analyst, researching adversaries and techniques for a
variety of major banks, retailers, and manufacturers. At Red Canary, Brian helps guide research publication and technical
messaging efforts.
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January 27, 2021

Simulating Adversary Tradecraft with Atomic Red Team
and the Red Canary Threat Detection Report

We plan to discuss two important resources that leading teams are using to improve their security:

« 2020 Threat Detection Report: Red Canary’s annual in-depth analysis of of the top techniques for tens of
thousands of threats seen in the wild. For each technique, we include detection, prevention, and testing

strategies.
« Atomic Red Team: An open-source tool mapped to ATT&CK techniques valuable for benignly simulating

specific adversary behaviors.
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