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Please respect the speakers and other members,

Silence or turn off cell phones and electronic devices,
No video or audio recordings.

Questions are welcome; please keep them on-topic and brief. Further

discussion should be taken off-line with the presenters so as to allow

them the courtesy of being able to finish their presentations within the
allotted time without being rushed.

Sidebar discussions should be constrained. If you must discuss
something, allow your fellow members (and the presenter) the courtesy
of doing so outside or on break.
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Aaocenda/ Announcements

»Welcome to The Hub Spot

»Any guests or new members in
attendance?

»(ISC)? CPE Submissions — Individual
Responsibility

»CISSP Chapter Badges / Shirts and
Jackets with ISSA-Central MD Logo

»CISSP & Study Group
» Future Meeting schedule

Central Maryland Chapter Sponsors: \
Clearswift, LogRhythm, Parsons Cyber, )

Phoenix TS, Tenable Network Security

Information Systems Security Association



- I
P W Central
“rISS Marviand -
"y Chapter

Board of Directors

% Bill Smith, Jr., CISSP, GSNA, CEH, GPEN, GCFA, GCFE -
President

% Sidney Spunt, CISSP - VP Operations

% Zac Lechner, CISSP, CEH, MBA - Secretary

% Carol Klessig, CISSP - VP Professional Development
¥ Kevin Newman, CISSP, GCIH - VP Education

% Jack Holleran, CISSP, CAP, (ISC)2 Fellow- Treasurer
% Steve Chan, CISSP, PMP - VP Membership

s+ Keith Bull, CISSP - VP Outreach
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Central Maryland Chapter Sponsors

5> zscaler

Platinum Sponsor
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The Security Intelligence Company
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Board of Directors Elections

October General Meeting

VP of Operations

Secretary

VP Professional Development
Treasurer

Central Maryland Chapter Sponsors:
Clearswift, LogRhythm, Parsons Cyber,
Phoenix TS, Tenable Network Security

@

ISSA

Information Systems Security Association




THISSA e |

, Chapter

Fall 2019

er 3, 2019
ember 3, 2019
C Training Center

Review and Practice Exam

14 Sessions Total
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2020-1 CISSP Study Group

Start: February 18, 2020
End: May 19, 2010

) UMBC Training Center
CISSP

Review and Practice Exam

14 Sessions Total
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September 19, 2019 ¢ 12:30 - 4:45 p.m. ¢ M&T Bank Stadium, Baltimore, MD

12:30 - 3:30 p.m. Exhibitor Arena
3:30 - 4:45 p.m. Fireside Chat
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ISSA Central MD Chapter
Morning Breakfast Meeting

Sponsored by: GuidePoint Security

Tuesday, October 8, 2019
8:00 AM to 10:00 AM

GuidePoint

S EC UR I TY

The Hub Spot . YOUR MISSION. SECURED.
6724 Alexander Bell Drive, Suite 105, Columbia, MD 21046
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ISSA Central MD Chapter

October Monthly Meeting

::*LogRhythm
Sponsored bv: Log Rthhm The 5§curit§ntﬁl!igeze Company

Jazz Networks

Jazz = Networks

Wednesday, October 16, 2019
5:00 PMto 7:00 AM

National Electronics Museum
1745 W Nursery Rd, Linthicum Heights, MD 21090
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Central Maryland ISSA Chapter
Maryland STEM Festival
October 11" — November 10th

MARYLAND

STEM /(T

ESTIVAL i

201
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2" State-Wide Virtual HS
Cybersecurity Competition

Test your cyber knowledge against
High School students across the state!
Teams will consist of 4 students.
Bring your laptop. Prizes for the
winners!!!

November 2, 2019
12:00-4:00 PM
All Over Maryland

hitp://marylandstemfestival.org/
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Central Maryland ISSA Chapter
Information Security Conference

SAVE THE DATE!!
January 29, 2020
8:30-4:00 pm
USRA, 7178 Columbia Gateway Drive, Columbia, Md
Looking for Speakers and Sponsor
$100, $90 for ISSA Members
More details soon!!
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ISSA 2017-2018 Meetings and Events

Date Speaker Organization Topic

August 28, 2019 Tom Hallewall ISSA DC Chapter Fail Secure: 20 Ways to
Undermine Your Security
Program

September 25, 2019 | Branko Bokan DHS .govCAR: Threat Based
Cyber Capability Review

October 8, 2019 Breakfast meeting sponsored by GuidePoint Security

October 16, 2019 MD Electronics Museum sponsored by LogRhythm and Jazz Networks
November 20, 2019 | Michael Long i Mitre ATT&CK Team | Threat Informed Defense with
MITRE ATT&CK™

December 18, 2019
January 29, 2020 2020 Central Maryland IFOSEC Conference
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September 25, 2019 Speaker
Branko S. Bokan, Department of Homeland Security

Branko Bokan is a Cybersecurity specialist with the Cybersecurity and
Infrastructure Security Agency (CISA) at the Department of Homeland
Security (DHS). In his role, Branko assists federal agencies to adopt
the .govCAR methodology. A proud holder of all three ISC2 CISSP
concentrations (ISSAP, ISSEP, ISSMP), Branko also teaches
cybersecurity as an adjunct professor at a local university.
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September 25, 2019
.govCAR: Threat Based Cyber Capability Review

The Cybersecurity and Infrastructure Security Agency (CISA) developed the .govCAR methodology to
take a threat-based approach to cybersecurity risk management. .govCAR represents an evolution in
managing cybersecurity —an advancement from the traditional consequence (compliance) and
vulnerability (cyber hygiene) based approaches. This next-generation approach looks at cybersecurity
capabilities the same way an adversary does to directly identify areas where mitigations should be applied
for best defense. .govCAR creates opportunities for organizations to make their own threat-informed risk
decisions and develop a prioritized approach to reducing risk to known threats. .govCAR is vendor
agnostic and does not evaluate specific vendors or products.

The speaker will walk the audience through the concept of threat based architecture reviews and will
discuss how cybersecurity threat framework and architectural cybersecurity capabilities come together to
allow organizations to improve their cybersecurity posture.
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August 28, 2019 Speaker
Tom Hallewell,
VP of Programs and Event for the ISSA DC Chapter

Tom Hallewell works for the Government. He’s also VP of Programs for
ISSA-DC. He’s worked in just about every area of cybersecurity, and
has the scars to prove it. Hopefully this talk will help you avoid getting
them yourself. Tom Hallewell is the VP of Programs and Event for the
ISSA DC Chapter
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August 28, 2019
Fail Secure: 20 Ways to Undermine Your Security Program

There’s policy, and then there’s reality. All too often, security teams find their
efforts overridden or bypassed. Here’s some unconventional wisdom and tips
on how to engage your stakeholders and keep your program moving forward.
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