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Updates to Meeting Schedule — May 2019

5:15 to 5:45 Business Meeting
5:45 to 6:15 Networking and Dinner
6:15 to 7:45 Speaker and Q&A
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Please respect the speakers and other members,

Silence or turn off cell phones and electronic devices,
No video or audio recordings.

Questions are welcome; please keep them on-topic and brief. Further

discussion should be taken off-line with the presenters so as to allow

them the courtesy of being able to finish their presentations within the
allotted time without being rushed.

Sidebar discussions should be constrained. If you must discuss
something, allow your fellow members (and the presenter) the courtesy
of doing so outside or on break.
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Aaocenda/ Announcements

»Welcome to Hub Spot in Columbia

»Any guests or new members in
attendance?

> (ISC)? CPE Submissions — Individual
Responsibility

»CISSP Chapter Badges / Shirts and
Jackets with ISSA-Central MD Logo

»CISSP & Study Group
» Future Meeting schedule
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Board of Directors

% Bill Smith, Jr., CISSP, GSNA, CEH, GPEN, GCFA, GCFE -
President

% Sidney Spunt, CISSP - VP Operations

% Zac Lechner, CISSP, CEH, MBA - Secretary

% Carol Klessig, CISSP - VP Professional Development
¥ Kevin Newman, CISSP, GCIH - VP Education

% Jack Holleran, CISSP, CAP, (ISC)2 Fellow- Treasurer
% Steve Chan, CISSP, PMP - VP Membership

s+ Keith Bull, CISSP - VP Outreach
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Central Maryland Chapter Sponsors

5> zscaler

Platinum Sponsor

Clearswift O tenable
PHOEND& *L09Rhythm

The Security Intelligence Company

PARSONS
CYBER
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ISSA Member Benefits

https://www.issa.org/page/SpecialOffers

Online Meetings
Made Easy

"7 v}

GololMeeting

LR BrAan

Special offer for ISSA members: to save 15% on GoToMeeting.

GoToMeeting is the easiest, fastest, most cost-effective, and most secure online meeting and collaboration solution available to those seeking greater
productivity and cost-savings.

Start a one-click online meeting in seconds

*Demonstrate anything on your screen in real time to online audiences

*Use web, phone, and VolIP conferencing as often as you like for one flat fee per month.

The discounts on this page have not been subjected to any testing by the Information System Security Association (ISSA). These offers are made by third parties and not endorsed by
ISSA. Members should thoroughly review the details, privacy policies, and information provided by these vendors prior to selection or implementation.

Central Maryland Chapter Sponsors: \
Clearswift, LogRhythm, Parsons Cyber, *

Phoenix TS, Tenable Network Security

Information Systems Security Association



https://www2.gotomeeting.com/t/ISSA/nocc/15D?Target=m/g2m_b3lp.tmpl&Portal=www.gotomeeting.com
https://www2.gotomeeting.com/t/ISSA/nocc/15D?Target=m/g2m_b3lp.tmpl&Portal=www.gotomeeting.com

- Central
HISS Miaryiand

v Chapter

2019 ISSA Fellows Cycle Now Open

https://www.issa.org/page/FellowProgram

Fellows Program:

Recognizes significant contributions to the cyber community, cyber profession, ISSA
leadership and sustained ISSA membership.

Fellow status limited to 2% of the ISSA membership.

Distinguished Fellow limited to 1% of ISSA members and

2019 Fellows nominations and applications will be accepted through June 16, 2019.

Senior Member:

5 years of ISSA membership
10 years relevant professional experience
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Fall 2019 CISSP Study Group

Start: September 3, 2019
End: December 3, 2019

CISSP’ Review and Practice Exam

14 Sessions Total
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ISSA Central MD Cybersecirty Conference

January 29, 2020
Universities Space Research Association (USRA)
7178 Columbia Gateway Dr, Columbia, MD 21046

Is there enough interest?
Need organizing committee!
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Mentoring Program

The Central MD ISSA Chapter is looking to launch of a new mentorship
program! The program is designed to formalize relationships between
more senior professional individuals in the chapter (Mentors) and security
professionals seeking to learn from these people to gain skills or further
their career (Mentees).

Elizabeth Bublitz — Denver ISSA Mentorship Director
Elizabeth.Bublitz@gmail.com
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ISSA 2017-2018 Meetings and Events

Date Speaker Organization Topic

May 22, 2019 Joe Klein Mitre RMF 2.0 for non-Federal
Users

June 26, 2019 Ryan Dobbins INFOLOCK Data Loss Prevention
Essentials

July 24, 2019 Varonis
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May 22, 2019 Speaker
Joe Klein, Mitre

Joe Klein is a +30-year veteran of the IT, IA, loT and 10 domains, with extensive experience
in DoD, US Government, and commercial sectors. He has a long history of speaking at
Computer Science, Technology, Security and Hacker conferences on topics such as [Pv6,
Time Hacking, Auto Hacking, Physical Security, Risk Management, loT Security,
Cybersecurity as a Business advantage, and success in your security career. National and
international speaking venues include Defcon, BlackHat, BSidesDC, ISSA events, [TU,
InfraGard, TorCon, SecTor, and Security Days.

He also contributes his talent to standards and practices at NIST, DoD, SPAWAR, IEEE, and
IETF.
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May 22, 2019
Topic: RMF 2.0 for non-Federal Users

Learning objectives

1) Understanding of the NIST Risk Management Framework

2) Briefing on the updates to Revision 2.0 of NIST 800-37

3) Walk through of a fictitious Federal Agency system undergoing the RMF process

The target audience are those who have not yet dealt with the NIST RMF and would like to
understand the various components and how it would apply to a specific computer system. The talk
will start with the steps included in the RMF process and will end with the review of the controls within
one or two control families.
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June 26, 2019 Speaker
Ryan Dobbins, Director of Advisory Services, Infolock

Ryan Dobbins is Infolock’s Director of Advisory Services and helped develop the Data Risk Management Framework
(DRMF). A graduate of James Madison University, Mr. Dobbins holds the SANS GSLC certification and is active in the
Governance, Risk, and Compliance (GRC) community where he offers his expertise on topics such as:

» Strategic Data Governance

*  Aligning Compliance Goals with Real Security

* Reducing Enterprise Risk with Data Loss Prevention

» How to Use a Control Framework to Build a Security Program.
In addition to his work at Infolock, Mr. Dobbins was a featured speaker at VA HIMSS (2017), the AMC Security Conference
(2017), the NCHICA Conference (2016), and the AMC Conference (2016). Prior to Infolock, Mr. Dobbins developed and
managed the information security program at a multi-billion-dollar healthcare enterprise, including its GRC system
and Security Operations Center. In this role, Mr. Dobbins and his team worked to detect, respond to, and report on
technical security issues. During this time, they responded to internal and external security audits, formed business
relationships with various organizational units and provided corporate guidance on security related issues. The results of
their findings were scored against HITRUST and internal policies and added to the GRC system for risk-tracking and
remediation. Later, these results were published to a wide audience across a number of formats, including executive
dashboards and technician remediation paths.
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June 26, 2019
Data Loss Prevention Essentials

A how-to primer on overcoming organizational challenges to implement a successful Data Loss Prevention program.
Advances in technology have prompted a rapid evolution of business processes over the last two decades. Along with
the benefits provided to organizations, these advances have brought about new types of risks. Data has become the
lifeblood of organizations, yet many do not know what data they have, what is important, or how it is being used.

A Data Loss Prevention program provides insight into these new risks, but organizations are often ill-equipped to
respond to this new information or manage the associated risks.

Infolock’s Director of Advisory Services, Ryan Dobbins, will discuss the three main areas required for a successful
implantation:

Governance: The organizational articulation of what data is important and how it is measured

Visibility: The technical ability to make informed decisions

Protection: The enforcement of organization risk tolerance

A successful DLP program supports and informs organizational leadership as they manage data risk and minimize the
occurrence and impact of data incidents. Attendees will leave this presentation with an understanding of how to turn
DLP technology into a holistic program to reduce organizational risks.
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