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Updates to Meeting Schedule — April 2019

5:15 to 5:45 Business Meeting
5:45 to 6:15 Networking and Dinner
6:15 to 7:45 Speaker and Q&A
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Please respect the speakers and other members,

Silence or turn off cell phones and electronic devices,
No video or audio recordings.

Questions are welcome; please keep them on-topic and brief. Further

discussion should be taken off-line with the presenters so as to allow

them the courtesy of being able to finish their presentations within the
allotted time without being rushed.

Sidebar discussions should be constrained. If you must discuss
something, allow your fellow members (and the presenter) the courtesy
of doing so outside or on break.
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Aaocenda/ Announcements

»Welcome to UMBC Training Center

»Any guests or new members in
attendance?

»(ISC)? CPE Submissions — Individual
Responsibility

»CISSP Chapter Badges / Shirts and
Jackets with ISSA-Central MD Logo

»CISSP & Study Group
» Future Meeting schedule
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Board of Directors

% Bill Smith, Jr., CISSP, GSNA, CEH, GPEN, GCFA, GCFE -
President

% Sidney Spunt, CISSP - VP Operations

% Zac Lechner, CISSP, CEH, MBA - Secretary

% Carol Klessig, CISSP - VP Professional Development
¥ Kevin Newman, CISSP, GCIH - VP Education

% Jack Holleran, CISSP, CAP, (ISC)2 Fellow- Treasurer
% Steve Chan, CISSP, PMP - VP Membership

s+ Keith Bull, CISSP - VP Outreach
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ISSA Member Benefits

https://www.issa.org/page/SpecialOffers

Discount of SANS Training

SANS is pleased to offer current ISSA members a 10% tuition discount on all Community
SANS and Mentor classes. Please contact coins@sans.org with the event name and number
of people registering and you will be provided with a specific discount code. This code must
be entered at time of registration and is valid in conjunction with Early Bird savings of up to
$500 but cannot be combined with other promotions, Group Discounts or Voucher program.
To find out more about a SANS live training event in your Community or the many free
resources we offer, visit www.sans.org/community.

The discounts on this page have not been subjected to any testing by the Information System Security Association (ISSA). These offers are made by third parties and not endorsed by

ISSA. Members should thoroughly review the details, privacy policies, and information provided by these vendors prior to selection or implementation.

Central Maryland Chapter Sponsors: \
Clearswift, LogRhythm, Parsons Cyber, *

Phoenix TS, Tenable Network Security

Information Systems Security Association




- Central
HISS Miaryiand

v Chapter

2019 ISSA Fellows Cycle Now Open

https://www.issa.org/page/FellowProgram

Fellows Program:

Recognizes significant contributions to the cyber community, cyber profession, ISSA
leadership and sustained ISSA membership.

Fellow status limited to 2% of the ISSA membership.

Distinguished Fellow limited to 1% of ISSA members and

2019 Fellows nominations and applications will be accepted through June 16, 2019.

Senior Member:

5 years of ISSA membership
10 years relevant professional experience
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Fall 2019 CISSP Study Group

Start: August 20, 2019
End: November 19, 2019

CISSP’ Review and Practice Exam

14 Sessions Total
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Any Question. Any Data. One Splunk.

App Analytics Security Business Analytics Internet of Things

splunk> Hands-on Training

splunk> Search Party
splunk> Live Demo

May 4t 8:00 AM to 3:00 PM
UMBC Training Center
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New Meeting Location

Hub Spot in Columbia
6724 Alexander Bell Dr.
Suite 105

Columbia, MD 21046
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ISSA 2017-2018 Meetings and Events

Date Speaker Organization Topic
April 24, 2019 Mike Volk, VP, Cyber| PSA Insurance & Cyber Insurance
Risk Solutions Financial Services

May 22, 2019 Alex Grohman Sicher Consulting RMF 2.0 for non-Federal
Users

June 26, 2019 Ryan Dobbins INFOLOCK Creating a Successful DLP
Program

July 24, 2019 Varonis
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May 22, 2019 Speaker
Alex Grohmann, Sicher Consulting

Alex Grohmann has over two decades of experience in technology-related information security, risk management
and data privacy. During his career, he has worked at both the state and Federal level, and his private sector
involvement has spanned from energy to financial services. He is the founder and operator of Sicher Consulting,
LLC. Mr. Grohmann holds industry certifications of CISSP, CISA, CISM and CIPT. He holds two bachelor degrees
from Florida State University as well as an MBA from UMUC.

Mr. Grohmann is a Fellow at the Information Systems Security Association (ISSA), an international organization of
information security professionals. He is the recipient of their international ‘Honor Roll’ for his lifetime contributions
to the information security community. He has served on the board of directors for the Northern Virginia chapter of
ISSA for over ten years, including as president for three. During his time, the chapter won the Chapter of Year.

He is a graduate of the FBI's Citizens’ Academy and served on the board of directors for the Washington DC
chapter of InfraGard for four years. Currently Mr. Grohmann serves on the board directors of Northern Virginia
Community College’s Workforce Development taskforce, NOVA Cybersecurity Advisory Board and is an mentor at
MACH 37, the Virginia cyber security accelerator. He also sits on the IT sector coordinating council (IT-SCC).
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May 22, 2019
Topic: RMF 2.0 for non-Federal Users

Learning objectives

1) Understanding of the NIST Risk Management Framework

2) Briefing on the updates to Revision 2.0 of NIST 800-37

3) Walk through of a fictitious Federal Agency system undergoing the RMF process

The target audience are those who have not yet dealt with the NIST RMF and would like to
understand the various components and how it would apply to a specific computer system. The talk
will start with the steps included in the RMF process and will end with the review of the controls within
one or two control families.
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April 24, 2019 Speaker
Mike Volk, VP, Cyber Risk Solutions

As the lead for PSA's Cyber Risk Solutions Practice, Mike Volk is responsible for helping clients make informed decisions
about cyber insurance and develop strategies to reduce cyber risk. For the past eight years he has worked in several roles
where he helped individuals and organizations navigate the complex cybersecurity landscape. Mike is engaged in the
cybersecurity community and currently serves on the Board of Directors for the Cybersecurity Association of Maryland, Inc.
(CAMI).

Prior to joining PSA, Mike worked with individual job-seekers, industry experts, as well as government organizations and
contractors in areas related to cybersecurity training and workforce development. He has authored several articles on
topics related to cyber risk, cybersecurity education/training and cybersecurity workforce development.

Mike contributed to Anne Arundel Community College as the Business Development Coordinator for the CyberCenter and
Instructional Specialist for the Cyber and Technology Training area. He also served as the Cybersecurity Navigator and
Project Coordinator for the Mayor’s Office of Employment Development in Baltimore City.
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April 24, 2019
Cyber Insurance

Cyber risk management is something that continues to evolve with the threat landscape as well
as innovations in processes and technology. One of these new innovations is the emergence of
cyber insurance. While it is new in terms of insurance products it has been around for several
years and is quickly developing into something that many commercial organizations are starting
to consider. The purpose of this presentation is to provide an overview of the cyber insurance
marketplace, the underwriting process and a shallow dive into the coverage provided by a
typical policy.
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