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Agenda/ Announcements

>»Welcome to Parsons

»Any guests or new members in
attendance?

»(ISC)? CPE Submissions — Individual
Responsibility

»CISSP Chapter Badges / Shirts and
Jackets with ISSA-Central MD Logo

»CISSP & Study Group
» Future Meeting schedule

Central Maryland Chapter Sponsors: \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations )

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore Information Systems Security Association
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Please respect the speakers and other members,

Silence or turn off cell phones and electronic devices,
No video or audio recordings.
Thanks

Central Maryland Chapter Sponsors: \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations |

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore Information Systems Security Association
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Board of Directors

% Bill Smith, Jr., CISSP, GSNA, CEH, GPEN, GCFA, GCFE -
President

% Sidney Spunt, CISSP - VP Operations
% Kevin Drury, CISSP - Secretary

% Lorenzo Thweatt, CISSP - VP Professional Development
% Chuck Dickert, CISSP, CISA, CISM, CAPM - VP Education
% Jack Holleran, CISSP, CAP, (ISC)2 Fellow- Treasurer

% Steve Chan, CISSP, PMP - VP Membership

% Rob Reintges,CISSP - VP Qutreach

Central Maryland Chapter Sponsors: \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations |

Information Systems Security Association

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore
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Central Maryland Chapter Sponsors

PARSONS ; Bay Dynamics:

CYBER
ﬂ REDOWL 9 tenable
\ ANALYTICS %=’ network security

| \
VENCORE
Clearswift FloRintier

PHOENIEM The Security Intelligence Company
) . Y Logical
Operations’

Central Maryland Chapter Sponsors: « \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations *

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore Information Systems Security Association
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Bay Dynamics, Clearswift, LogRhythm, Logical Operations *
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New Members
Since August 2017 Meeting

William Davis, Jr. Chavon Gassaway
Christina Doderick Rebecca Paul
Kit Drury Shelby Riley
Olu Fatukasi Dustin Terry

Dillon Fornaro

286 Total Members

Central Maryland Chapter Sponsors: \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations *

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore Information Systems Security Association
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CISSP Study Group

Start. September 12, 2017
End: December 19, 2017

Review and Practice Exam

14 Sessions Total

Central Maryland Chapter Sponsors: \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations *

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore Information Systems Security Association



BLUE COLLAR

STEM

CONFERENCE

Monday, November 6, 2017 | 8am-5pm
B&O Train Museum | Baltimore, Maryland

< ISH

PRESENTS

MARYLAND

STEM

FESTIVAL

2017

FOCUSING on the need for

and opportunities in STEM jobs which

require non-traditional training

FEATURING speakers

a O, 8 from Industry, Labor, Education,

e -
BN || gmmmy | |

2L

Government, and Military

g mdstemfest@gmailcom

f /MarylandSTEMFestival

§P omdstemfest

NS SA

formation Systems Security Association

B marylandstemfestival.org/signature-events

Parsons Cybe Registration opens July 1st | Limited to 500 Attendees
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Presents the
3rd Mgﬁt of Cyber

High School Students can learn about the vast world
of Cybersecurity from professionals in the field!ll

November 7" 5-7 pm
USRA
7178 Columbia Gateway Drive
Columbia, Maryland

marylandstemfestival.org/signature-events

State Superintendent Salmon will & mdstemfest@gmailcom
be the keynote speaker. This night is P /MarylandSTEMFestival
the kick off NSA Day of Cyber o omdsterfest
miclstemn
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HATIOMAL CYyBERSECURITY
STUDENT ASSCOCIATION

Wy @ @issa

SheleadsTi-h. Wrman in Smcuritg B

You are invited to attend a special 5STEM and CYBER industry, non-profit, youth, and women's COMMNECT event
hosted by SANS Cyber Defense Initiative 2017. Qur additional partners include ACM Women, ASQ Software 5I1G,
CyberSM, George Mason's Game and Technology Academy and Virginia Serious Game Institute, ISACA's SheleadsTech,
InfoSec Connect, 1S54 International Global 51Gs - Women In Security Spedial Interest Group (WIS 51G), Million Women
Mentors, National Center for Women in Information Technology, National Cybersecurity Student Association, National
CyberWatch Center, 5IM Women, STEMConnector, STEMforHER, Women in Technology International, and Women's
Society of Cyberjutsu. Our local [554 International Chapter hosts are Central, Maryland, Mational Capital Region, and
MNorthern Virginia.

Join us on December 15, 2017 at the Washington Hilton, 1919 Connecticut Avenue NW, Washington DC 20009

®*  4:00 —5:30 PM Cyber and STEM Challenges and Puzzles (Youth and Adult)

#  5:30 —5:00 PM Cyber and STEM Panel Discussion (Youth and Adult)

®  5:00 —7:15 PM S5TEM/Cyber Ambassadors, Mentoring, Networking, Scholarship Talks, and Mixer
& 7:15— 9:15 PM scheduled SANSENight Evening Talks

Join us for an evening of fun, networking, and cybersecurity education in support of the NCR area Girl Scouts, middle-
school, high-school, and college students, among others. Youth & Adult Cyber Challenges, an informative and fun panel,
STEMfCyber Ambassadors, mentoring, networking, scholarship information, SANS@Might sessions, and information on
joining, participating in, and supporting owr STEM and CYBER partners. Support our multi-generational mixer, become an
ambassador, champion, and help mentor along our next generation of STEM and CYBER talent. Attendance is FREE. All are
weloome!

®  Registration for all youth and adult PROGRAM attendees: http://tinyur.com/sans-dc-12201 7-connect-pr m
® Registration for owr non-profit partners: marketing table tops, attendee give-away gifts, etc:

A full calendar listing of future SANS events can be found at: 5: SIS 'security-traini locationfnorth-
america. For any additional questions, please reach to our 5ANS Representatives, Ms. Deanna Boyden and Tabitha Flax at
coinsE@sans.org or our 155A Intl WIS 516G Representative, Ms. Rhonda Farrell, at Rhonda Farrell@issa.org.
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* Financial

« Ms. Andrea Hoy

* Healthcare

* Mr. Andy Reeder

 Security Awareness
« Ms. Jill Feagans

 Mr. Kelley Archer

e Women In Security

e Ms. Domini Clark
e Rhonda Farrell

CHISSA

Information Systems Security Association

CHISSA

Information Systems Security Association

“HISSA

nformation Systems Security Association

“HISSA

Information Systems Security Association
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Quarterly Events

Security Review & Predictions for Fl

http://www.issa.org/events/EventDetails.aspx?id=
987667&group=

@ ISSA | ttp:/lwww.issa.org/events/event_list.asp?show=&group=149374

g



Quarterly Events

Lessons Learned and Recovery from Breaches
http://www.issa.org/events/EventDetails.aspx?id
=987674&group=

http://lwww.issa.org/events/event_list.asp?show=&group=113709
@ISSA i\ s =1 P
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Quarterly Events

4th Quarter SEA Webinar

Cyber Extortion: Digital Shakedowns and How to
Stop Them

http://www.issa.org/events/EventDetails.aspx?id=
987668&group=

https:/lwww.issa.orgl/events/event_list.asp?show=&group=106836
: ~9 ISSA T\ 15



Join US at our NEXT Event!

Monthly Webinar
Mentoring Success Around the Globe - Part IV

LEAD WITH THE POWER OF VISION

Gretchen McClain, Principal, GW McClain
Advisory Services



https://www.issa.org/events/EventDetails.aspx?id=911311&group=107122

Future Monthly Events

Cyber Career Panel
https://www.issa.org/events/EventDetails.aspx?id=911318&agroup=107122

Cyber Challenges, Panel, Multi-Generational Mixer
https://www.sans.org/event/cyber-defense-initiative-2017/bonus-
sessions/12182/#bonus-box

@ISSA https://www.issa. ntsIEventDetaiIs.aspx?id=911307&group=}l(_)y 22
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FSSAS prrission of prowooting musunrerment prectices thaet
3 imteprity amd awmilmbility of .
‘ The ISSA Journal — 2017 Editorial Calendar
¢
/ '. v Best of 2016 Cybersecurity in World Politics
‘ Editorial Deadline 5/22/17
B Legal, Privacy, Regulation, Ethics
X Editorial Deadline 1/6/17 Diisruptive Technologies
Editorial Deadline 6/22/17
Internet of Things
Editorial Deadline 1/22/17 Health Care
Editorial Deadline 7/22/17
MNew Technologies in Security
QL Editorial Deadline 2/22/17 Addressing Malware
— Editorial Deadline 8/22/17
& R The Cloud
M— Editorial Deadline 3/22/17 Crypltography & Quantum
o Computing
. £ Editorial Deadline 922/17
_—
D “M - Big Data/Machine Learning/
h— Adaptive Systems
t Editorial Deadline 4/22/17 Social Media, Gaming, and
| % Security
-,

Editorial Deadline 1002217

Authors may be eligible for CPE credits.
! Theme descriptions may be found af www.issa org/Fpage=I[SSAfournal. Click on “Call for Articles™ af top of page.
' ~ ”

S Please contact SIGs@issa.org if you are interested in submitting a SIG
column entry! url
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ISSA 2017-2018 Meetings and Events

Date Speaker Organization Topic

October 25, 2017 Chris Hall Wapack Labs The Missing Link in the Supply
Chain

November 15, 2017 | Seth Lucci GuidePoint Security | InfoSec Observations from a
Security Consultant

December 13, 2017 | Mark Kelton RedOwl Insider Threat and
Counterintelligence

January 24, 2018 Carl Elsinger DuoSecurity Enterprise Remote Access

Visibility

February 28, 2018

Archana
Ragothaman

ExtraHop Networks

Defending Against
Advanced Attacks with
Network Analytics

March 28, 2018 Panel Discussion | Multiple Security Lead Discussion
April 25, 2018 Ken McCreedy MD Department of Maryland Cybersecurity
Commerce initiatives

Central Maryland Chapter Sponsors:
Bay Dynamics, Clearswift, Forcepoint, LogRhythm, Logical Operations
Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore
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November 15, 2017 Speaker
Seth Lucci, GuidePoint Security, LLC

Central Maryland Chapter Sponsors: \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations *

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore Information Systems Security Association
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November 15, 2017 Topic
InfoSec Observations from the Life of a

Security Consultant

What's the difference between companies that have solid, mature information
security programs and ones that seem to be constantly struggling to keep
up? After working with many companies across multiple verticals and varied
sizes, there are plenty of lessons to be learned from observations made
across the industry. We will be taking a closer look at a few key information
security trends and how you and your organization can improve your
Information security posture.

Central Maryland Chapter Sponsors: \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations *

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore Information Systems Security Association
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October 25, 2017 Speaker
Chris Hall, Wapack Labs

Chris has been in the intelligence community for over 16 years
In various capacities including SIGINT, network defense,
reverse-engineering, and fusion. In 2012, Chris moved from the
government to the private sector to help form the Red Sky
alliance and then co-found Wapack Labs in 2013. As a partner
at Wapack Labs, Chris's main responsibility is to oversee the
production, sourcing, and collection of intelligence.

Central Maryland Chapter Sponsors: \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations *

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore Information Systems Security Association
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October 25, 2017 Topic
The Missing Link in the Supply Chain

In recent years, the global supply chain has become the new
"playground for hackers". With supply chain inherently having
numerous links (from suppliers to manufacturers to
distributors), the number of potentially exploitable relationships
makes it an attractive target. This presentation includes the
'how' and the 'why' of supply chain attacks and describes
several notable malware campaigns affecting supply chain in
multiple industries

Central Maryland Chapter Sponsors: \
Bay Dynamics, Clearswift, LogRhythm, Logical Operations *

Information Systems Security Association

Parsons Cyber, Phoenix TS, Red Owl Analytics, Tenable Network Security, Vencore



