Choice: The Entry Point for Courseware and Labs

CyberSec First Responder: Threat Detection an..
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> [] Analyzing the Threat
Landscape

> [] Analyzing
Reconnaissance
Threats to Computing
and Network
Environments

»> ﬂ Analyzing Attacks on
Computing and
Network Environments

» [] Analyzing Post-Attack
Technigques

»> ﬂ Evaluating the
Organization's Security
Posture

> [1 Collecting
Cybersecurity
Intelligence

»> D Analyzing Log Data

»> ﬂ Performing Active Asset
and Network Analysis

Lesson 1: Assessing Information Security Risk
Topic A: Identify the Importance of Risk Management
Topic B: Assess Risk
Topic C: Mitigate Risk

Topic D: Integrate Documentation into Risk Management

Lesson 2: Analyzing the Threat Landscape
Topic A: Classify Threats and Threat Profiles

Topic B: Perform Ongoing Threat Research

Lesson 3: Analyzing Reconnaissance Threats to
Computing and Network Environments

Topic A: Implement Threat Modeling
Topic B: Assess the Impact of Reconnaissance Incidents

Topic C: Assess the Impact of Social Engineering
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Course Assignment
Jeanie Sanders
093014LL CyberSec First Responder Threat Detection and Response (Exam CFR-210) LogicalLAB

» Basic Information
+ Software Check

~ Activities (Total Expected Duration 10 hours, 5 minutes)

0%
0 of 10 required activities complete

\E[ 1 & Assessing Information Security Risk (Expected Duration 51 minutes, 0 seconds)
CyberSec First Responder: Threat Detection and Response (Exam CFR-210) LogicalLAB, 093014 - Lesson 01

Required: Yes
Status: Mot Started

Launch
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\_[ 2 0 Analyzing Reconnaissance Threats to Computing and Network Environments (Expected Duration 43 minutes, 0 seconds)
CyberSec First Responder: Threat Detection and Response (Exam CFR-210) LogicalLAB, 093014 - Lesson 03

Required: Yes
Status: Cancelled

Launch
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Lab Systems

= Kali Linux
= Metasploit
= Ncrack
= Ettercap

= Windows 10 Client
= Process Explorer
= PUTTY

= Windows Server 2012 R2
= Running a SQL-based web server



